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[bookmark: _Toc295476987]BACKGROUND
The Live Training Transformation (LT2) is a strategy that utilizes product line engineering development concepts and principles to guide the acquisition of the family of live training programs under the purview of the U.S. Army Program Executive Office (PEO) for Simulation Training and Instrumentation (STRI), Project Manager Training Devices (PM TRADE).
The LT2 strategy addresses a set of Army program as a Family of Training Systems (FTS) documented in the Live Training Transformation Family of Training Systems (LT2-FTS) Initial Capability Document.  The LT2 product line concept focuses the requirements of all live domain training systems, with the objective to maximize component reuse, reduce fielding time, minimize programmatic costs, and enhance training benefits afforded to the soldier.  This document is one of the standard documents within LT2 to support the standardization and interoperability of live training systems.
The LT2 strategy supports a family of compatible, live environment, engagement simulation and communication capabilities that replicate weapon effects of line of sight (LOS) and non-line of sight (NLOS) combat weapon systems in the conduct of Army training and testing.  
[bookmark: _Toc295476988]Scope
To allow player instrumentation to communicate with and control associated devices, such as weapon sensors, effects simulators, and user interfaces, Live Training systems utilize a short-range, low-power wireless Player Area Network (PAN). This document defines the Live PAN interfaces, including its protocols, physical characteristics, and the messages communicated through it. This standard conforms to 802.15.4 with the physical layers and MAC layer settings tailored to meet the live training use cases as captured within this document.
Figure 1 depicts the Live PAN Standard applicability (yellow communications symbols). The Live PAN connects the direct and indirect fire non-line of sight (NLOS) Player Units to the Tactical Engagement Simulation System (TESS) sensors, Improvised Explosive Devices (IED), and vehicle main gun laser transmitters as well as battle simulation support devices for medical services personal digital assistant (PDA), Forward Observer (FO), nuclear biological chemical (NBC) effects, and targetry devices. 

[bookmark: _Ref274572644][bookmark: _Toc295477188]Figure 1 - Live PAN Context Diagram
This standard supports development of the LT2 product line – a family of compatible and interoperable systems and devices that support live training and testing.  Product Line specifications leverage this standard by referencing the standard and identifying the specific features, parameter values, and messages that the product must support; some examples are provided in §5.1.  This standard will also enable possible integration with other Army Training Aids, Devices, Simulators, and Simulations (TADSS).
[bookmark: _Toc295476989]LT2 Documents
The LT2 Interface Standards specify the protocols and messages used for the interfaces between subsystems and devices in live training implementations.  The LT2 Interface Standards include a general overview standard, that identifies the interfaces and provides general requirements, and individual standards for the specific interfaces. 
This document and the Instrumentation System (IS) Tactical Engagement Simulation Systems (TESS) Interface Standard define the interface standards for instrumentation.  For communications between live training player instrumentation and nearby sensors, this document specifies the physical and functional characteristics and the messages communicated through this short- range, low-power RF interface.
As shown in Figure 2, additional documents define and support development of a family of interoperating live training products. These documents support the fielding of live force-on-force and force-on-target training systems with virtual and constructive simulations.
 
[bookmark: _Ref274639391][bookmark: _Ref274639382][bookmark: _Toc295477189]Figure 2 - Live Training Transformation Standards
These standards documents support the development of LT2 software components which can be integrated with product-specific software and drivers to create products that meet the LT2 Product Specifications.
Mail comments, suggestions, or questions to PEO STRI, Attn: APM TRADE LT2 Strategy, 12350 Research Parkway 32826.
[bookmark: _Toc295476990]Applicability
This document is intended for inclusion on Project Manager Training Devices (PM TRADE) development contracts for Training Aids, Devices, Simulators and Simulations (TADSS) that support live training.
This standard is approved for use by the Department of the Army and is available for use by all Departments and Agencies of the Department of Defense.
This is one document in a set of standards, component agreements, and specifications that define the PM TRADE systems for live force-on-force and force-on-target training.  
[bookmark: _Toc295476991]APPLICABLE DOCUMENTS
[bookmark: _Toc295476992]General
Documents listed in this section are referenced throughout this standard. This section does not include documents cited in other sections of this standard or recommended for additional information or as examples. 
[bookmark: _Toc295476993]Government Documents
The following Government controlled documents are either directly referenced within this standard or are useful and informative adjuncts.
PMT 90-S002M, MILES MCC Standard
	MILES Standard. Used for Weapon Types in Table 35
99-0009124	TheLive PAN Radio Test Report. This is a test report from initial field testing performed at Ft. Stewart on multiple vehicles. The testing utilized prototype hardware that implemented this standard. 
[bookmark: _Ref285114747][bookmark: _Toc295476994]Non-Government Publications
The following documents form a part of this document to the extent specified herein. 
[bookmark: WPAN]IEEE STD 802.15.4-2006	Wireless Personal Area Networks (PAN); Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low Rate Wireless Personal Area Networks (LR-WPAN) 

Note that all references in this document to IEEE STD 802.15.4 refer to the 2006 version specified here.
[bookmark: ISO]ISO/IEC 7498-1	Information Technology – Open Systems Interconnection (OSI) – Basic Reference Model: The Basic Model
[bookmark: _Toc295476995]Order of Precedence
Unless otherwise noted herein, in the event of a conflict between the text of this document and the references cited herein, the text of this document takes precedence.  However, nothing in this document supersedes applicable laws and regulations unless a specific exemption has been obtained.
[bookmark: _Toc295476996]Conventions used in this document
Protocol parameters that represent timers are shown in italics and their name begins with a lower-case ‘t’.  Protocol parameters that represent counters are shown in italics and their name begins with a lower-case ‘n’.  Other protocol parameters are shown in italics using camel case notation.


Live Player Area Network Standard
Use or disclosure of data contained in this document is subject to the restriction on the title page.


[bookmark: _Ref276121497][bookmark: _Toc295476997]REQUIREMENTS
[bookmark: _Ref273295824][bookmark: _Ref273295828][bookmark: _Toc295476998]Overview
The Live Player Area Network (Live PAN) is a localized, low-throughput IEEE STD 802.15.4 network as described herein for interfacing a set of nearby devices to a live training domain Server.  These devices can include weapon-firing and hit-detection sensors, effects simulators, weapon user interfaces, etc.  The Live PAN uses a star topology in which a central “Server”, usually the Player Unit (PU) computational device, interfaces with and controls zero or more associated devices or “Clients” (see Figure 3).  The lines in this figure represent Live PAN interfaces.  The Server exchanges protocol messages and application data messages with the associated Clients over these interfaces.
[image: ]
[bookmark: _Ref276121266][bookmark: _Ref276121253][bookmark: _Toc295477190]Figure 3 - Live PAN Topology
A Live PAN Server typically exists in an exercise participant’s player unit, and Live PAN Clients typically exist in the weapon instrumentation.  To physically identify the devices in a particular network, vendors shall provide the 64-bit IEEE STD 802.15.4 MAC address on the device label and include the address as part of the Item Unique Identification (IUID) data.
A Live PAN Client can request association from nearby Servers (see §3.7), select a responding Server to associate with, and send regular messages to maintain the association.  Live PAN Servers can accept association requests and will maintain knowledge of associated Clients.  Live PAN Servers and Clients can communicate application data messages to each other only while associated. 
There are two types of Clients defined in this standard: low-power Clients and powered Clients.  Both types can initiate communications at any time.  Low-power Clients listen for Server responses over a configurable time period after sending a message, and can conserve battery power by sleeping when not communicating.  Powered Clients, having a sufficient power source to remain in receive mode, can listen continuously for Server messages, allowing a Server to send powered Clients a message at any time.  Servers must listen for Client messages when not transmitting.  Servers may only send messages to a low-power Client within a configurable time period after receiving a message from that Client because the Client may be sleeping at other times.  Table 1 summarizes the characteristics of Live PAN Servers and Clients.
[bookmark: _Ref285108833][bookmark: _Toc295477107]Table 1 - Live PAN Protocol Attributes
	Topic
	Server Functionality
	Client Functionality

	Radio Channel
	Communicates on only one radio channel.
	Scans channels to locate a Server, and then uses the same channel as the Server while associated.

	Association  (Communications  channel)
	Supports multiple concurrent associations.  Implements an association time-out.  Can restrict number and types of associated devices.
	Supports one association at a time.  Responsible for association verification (keep-alive).  Implements an association time-out.

	Association  Establishment
	Responds to association requests with an association reply if and only if an association with that Client is permitted.  Conditionally establishes an association upon receipt of an association select.  Establishes association when responding to an association select.
Support three association modes: auto, locked, and hybrid.
Auto: Allows any Client to associate based on local policy, such as limiting the number of laser detectors to 5.
Locked: Allows only configured Clients to associate.
Hybrid: A hybrid mode is defined where only pre-specified Clients of a specific device type will be allowed, and other device types that are not pre-specified can auto-associate.
	Support two association modes: auto and locked.
Auto: Sends association requests on a configured set of the radio channels.  Listens for association replies.  Selects the Server with which to associate and sends it an Association Select to establish the association. Bases Server selection on received signal strength.
Locked: Sends association select to specific Server on the Server’s assigned radio channel.

	Communications
	May set the association verification interval.  Must continuously listen for a message from Clients.  May send a message to a low-power Client only after receiving a message from that Client.   May send a message to a Powered Client without waiting for contact.  Verifies that the channel is clear prior to sending a message.
	Sends a message to the Server after verifying the channel is clear.  Low-power Clients listen for a message from the Server only after sending a message to the Server, and can use low-power sleep mode when not sending or receiving messages. Powered Clients continuously listen for messages from the Server.

	Reliability
	Acknowledges messages as required.  Resends messages that are not acknowledged.
	Resends messages that are not acknowledged. Acknowledges messages as required.



The data exchanged between Clients and Servers is carried in a set of protocol messages used at OSI Network Model layer 6.  The following protocol message types are defined.
[bookmark: _Ref277148568][bookmark: _Toc295477108]Table 2 - Live PAN Protocol Messages
	Protocol Message Type
	Type
	Sent By
	Description
	Response

	0x0
	Association-Request
	Clients
	Request from Client for Servers that would accept association with the Client
	Association-Reply

	0x1
	Association-Reply
	Servers
	Response from Server that would accept association with the requesting Client
	None

	0x2
	Association-Select
	Clients
	Request from Client for association with a specific Server
	Acknowledgement

	0x3
	Data
	Clients,
Server to Powered Clients
	Application message sent from an associated Client to a Server, or from a Server to an associated powered Client
	Acknowledgement

	0x4
	Server- Configuration
	Clients,
Servers
	Server configuration request (See §3.8)
	Acknowledgement

	0x5
	Client-Configuration
	Clients,
Servers
	Client configuration request (See §3.8)
	Acknowledgement

	0x3F
	Application-Data
	Clients,
Servers
	Application specific data, supports tunneling data/messages not defined in this standard
	Acknowledgement



[bookmark: _Toc295476999]High-level Requirements and Definitions
Live PAN Server:  A Live PAN shall contain one Live PAN Server.
Live PAN Clients:  A Live PAN shall contain from zero up to some maximum number nMaxClients of associated Live PAN Clients, where nMaxClients ≤ 48. This value reflects the maximum number of expected Clients and shall be determined by operational requirements.
Entity Communication:  A Live PAN Server shall communicate through the Live PAN only with Live PAN Clients, not with other Servers.  A Live PAN Client shall communicate through the Live PAN only with Live PAN Servers, not with other Clients.
The remainder of this section addresses the details of the Live PAN protocol organized according to the OSI Network Reference model (see §2.3).  Each major sub-section describes the protocol characteristics and behavior for a specific layer of the network model.  The Physical (layer 1), Data Link (layer 2), Network (layer 3), Transport (layer 4), Session (layer 5), and Presentation (layer 6) layers are fully described.  Limited recommendations for Application (layer 7) behavior are also described.
[bookmark: _Toc272312952][bookmark: _Toc295477000]Radio Specifications
This section contains the radio specifications to which all Live PAN implementations must adhere.
[bookmark: _Toc295477001]Applicable IEEE Standards
This standard requires a hardware design and specifications that conform to the IEEE STD 802.15.4 Direct Sequence Spread Spectrum (DSSS) PHY and MAC standards for the frequency bands and data rate selections outlined in Table 3. Offset Quadrature Phase-Shift Keying (OQPSK) shall be utilized for both frequency bands. 
[bookmark: _Ref286912684][bookmark: _Toc295477109]Table 3 - Frequency Bands and Data Rates
	PHY (MHz)
	Frequency band (MHz)
	Spreading Parameters
	Data Parameters

	
	
	Chip rate (kchip/s)
	Modulation
	Bit rate (kb/s)
	Symbol rate (ksymbols/s)
	Symbols

	915
	902 – 928
	1000
	OQPSK
	250
	62.5
	16-ary Orthogonal

	2450
	2400 –2480
	2000
	OQPSK
	250
	62.5
	16-ary Orthogonal



[bookmark: _Toc295477002]Transceiver Specifications
[bookmark: _Ref256088152]Live PAN transceivers shall adhere to the specifications outlined in Table 4. Frequency selection will depend on the requirements of the individual Live PAN device. All other specifications shall conform as outlined.
[bookmark: _Ref286912526][bookmark: _Toc295477110][bookmark: _Ref286912521]Table 4 - Transceiver Specifications
	Attribute
	Value

	Frequency: 915 MHz Band
Frequency: 2400 MHz Band
	902 – 928 MHz 
2400 – 2483.5 MHz 

	Modulation
	OQPSK

	Transmit Power
	+10 dBm EIRP

	Receiver Sensitivity
	Threshold input signal power that yields a PER < 1% for the conditions stated in Table 4 of IEEE 802.15.4. A compliant device shall be capable of achieving a sensitivity of –85 dBm or better.



[bookmark: _Toc295477003]Channel Allocation
Live PAN entities are currently limited to using the radio channels shown in Table 5 to balance association time vs. number of channels scanned. The specific radio frequency spectrum, channels in use, and configuration of registers shall be set in the application software.
[bookmark: _Ref256006745][bookmark: _Toc295477111]Table 5 - Live PAN Channel Plan
	Channel No. (k)
	915 MHz Band
Channel Page 2 OQPSK
Fc = 906 + 2 (k – 1)
Frequency (MHz)
	2400 MHz Band
Channel Page 0 OQPSK
Fc = 2405 + 5 (k – 11)
Frequency (MHz)

	1
	906
	

	2
	908
	

	3
	910
	

	4
	912
	

	5
	914
	

	6
	916
	

	7
	918
	

	8
	920
	

	9
	922
	

	10
	924
	

	11
	
	2405

	12
	
	2410

	13
	
	2415

	14
	
	2420

	15
	
	2425

	16
	
	2430

	17
	
	2435

	18
	
	2440

	19
	
	2445

	20
	
	2450

	21
	
	2455

	22
	
	2460

	23
	
	2465

	24
	
	2470

	25
	
	2475

	26
	
	2480



The receiver maximum input level is the maximum power level of the desired signal present at the input of the receiver for which the packet error rate criterion in IEEE STD 802.15.4 is met.  A receiver shall have a maximum input level less than or equal to –20 dBm (0.01mW).  Clients shall transmit at lower power levels when possible to reduce interference.
[bookmark: _Ref273298853][bookmark: _Toc295477004]Physical Layer Processing
This standard requires using a radio capable of performing Clear Channel Assessment (CCA) in hardware, and that radio shall support the following modes:
· Mode 1, Energy Above Threshold:  Upon detecting signal energy above a certain threshold, CCA shall assess the medium as busy.
· Mode 2, Carrier Sense:  Upon detecting an IEEE STD 802.15.4 compliant signal with modulation and spreading characteristics of the PHY currently in use, CCA shall assess the medium as busy.
· Mode 3, Energy Above Threshold and Carrier Sense:  Upon detecting both Energy Above Threshold (Mode 1) AND Carrier Sense (Mode 2), CCA shall assess the medium as busy.
The energy detection threshold shall correspond to a received signal power of at most 10 dB above the specified receiver sensitivity.
[bookmark: _Ref256085551][bookmark: _Ref256085566][bookmark: _Ref256085649][bookmark: _Toc295477005]Live PAN Protocol Physical Layer
The Live PAN Standard includes functionality of the Media Access Control (MAC) sub-layer and Physical (PHY) layer of the Reference Model (see §2.3).  This section defines the overall requirements for the physical layer.
[bookmark: _Toc295477006]PHY Protocol Data Unit (PPDU).  
All Live PAN messages shall be transmitted using the PHY Protocol Data Unit (PPDU) as the primitive frame sent between entities.  Figure 4 shows the layout of the PPDU, which is up to 127 bytes long.  The PPDU contains an embedded data packet, the PHY Service Data Unit (PSDU), which in turn contains an embedded application message packet.
[image: G:\ADSS\PIA\CPM\25985 DO1 ConsProdLineMgmt Core\Standards\PAN Standard\Documents\PPDU_Frame_Layout.png]
[bookmark: _Ref256005903][bookmark: _Ref256512689][bookmark: _Toc295477191]Figure 4 - PPDU Frame Layout
[bookmark: _Toc295477007]PPDU fields
The PPDU shall consist of the fields shown in Table 6 in the order listed and containing the values identified in the descriptions.
[bookmark: _Ref256631861][bookmark: _Ref256006271][bookmark: _Toc295477112]Table 6 - PPDU Fields
	
	Field
	Field Length
	Description

	PHY Header
	Preamble Sequence 
	4 Bytes
	A 32-bit sequence of binary zeros (000000000…) used by a receiver for synchronization

	
	Start of Frame Delimiter
	1 Byte
	11100101b – a predefined 8-bit sequence used by the receiver for byte synchronization

	
	Frame Length
	1 Byte
	First seven bits describe the total bytes contained in the PSDU (PHY payload). Last bit is reserved.

	PHY Payload (PSDU)
	Application Message
	25 + n Bytes
	PHY Service Data Unit: The Data Packet being passed in this message. The data packet contains the MAC Header/Footer (19 or 25 Bytes) and application payload (n Bytes).  



[bookmark: _Toc295477008]PHY Service Data Unit (PSDU)
The PSDU shall consist of the fields shown in Table 7 in the order listed and containing the values identified in the descriptions. 
[bookmark: _Ref256006413][bookmark: _Toc295477113]Table 7 - PSDU fields
	
	Field
	Field Length
	Description

	MAC Header
	Frame Control
	2 byte
	See Table 8 of this standard for the required implementation of IEEE STD 802.15.4.

	
	Sequence Number
	1 Byte
	Sequence Number of this frame.

	
	Addressing Fields
	14 or 20 bytes
	MAC Addressing fields. (see §3.3.4)

	MAC Payload
	Application Payload
	<= 96 Bytes or <= 102 Bytes
	The Message Packet containing the message being passed (see Figure 4). Association Requests must be <= 102 Bytes. All other Message Packets must be <= 96 Bytes.

	MAC Footer
	FCS
	2 Bytes
	16-bit ITU-T CRC. Calculated over the MAC Header and Message Packet fields using the following standard generator polynomial of degree 16:
   



[bookmark: _Ref272314110][bookmark: _Toc295477009]PSDU Data Fields
The PSDU data fields shall use the following scheme:
The Frame Control field as defined in IEEE STD 802.15.4 shall conform to the values listed in Table 8.
For all message types, set the Frame Type field to 0x1 to indicate a data packet. 
For Association-Request messages, set the Destination Address Mode to 0x2, indicating 16-bit addressing mode.  Also set the Live PAN ID to 0xFFFF and set Destination Address to 0xFFFF.
For all other message types, set the Destination Address Mode to 0x3, indicating 64-bit addressing mode. 
The Live PAN device manufacturer shall use the unique 64-bit IEEE STD 802.15.4 MAC address assigned by the IEEE. This address will be used to differentiate Live PAN devices across multiple vendors and shall be used throughout all Live PAN data communication transactions.
Set the Frame Version field to 0x1 to indicate a current IEEE STD 802.15.4 compliant frame is being transmitted.
[bookmark: _Ref272307920]Set all other values in the Frame Control Field of the PPDU as indicated in Table 8.
[bookmark: _Ref272826337][bookmark: _Toc295477114]Table 8 - Frame Control Field
	Bits
	0-2
	3
	4
	5
	6
	7-9
	10-11
	12-13
	14-15

	Field Name
	Frame Type
	Security Enabled
	Frame Pending
	Ack. Request
	Live PAN ID Compression
	Reserved
	Dest. Addr Mode
	Frame Version
	Src Addr Mode

	Value
	0x1 or 0x2
	0
	0
	0
	0
	0
	0x2 or 0x3
	0x1
	0x3


The Sequence Number Field of the PSDU shall be a zero-based monotonically non-decreasing sequential value maintained by the MAC.  This supports differentiating between distinctive frames. 
The Addressing fields of the PSDU shall follow one of two schemes depending on the Destination Addressing Mode bits of the Frame Control field. For Destination Addressing Mode 0x2 (see §3.7.1), the Addressing fields are specified in Table 9.  For Destination Addressing Mode 0x3, a 64-bit IEEE addressed non-association-request packet, the addressing fields are specified in Table 10.
[bookmark: _Ref272314373][bookmark: _Toc295477115]Table 9 - Association Request Addressing Fields
	Bytes
	1-2
	3-4
	5-6
	7-14

	Field
	Dest Live PAN ID (0xFFFF)
	16-bit Broadcast Address (0xFFFF)
	Source Live PAN ID
	64-bit IEEE Source Address 



[bookmark: _Ref272314389][bookmark: _Toc295477116]Table 10 - Non-Association Request Addressing Fields
	Bytes
	1-2
	3-10
	11-12
	13-20

	Field
	Dest Live PAN ID
	64-bit IEEE Dest. Address
	Source Live PAN ID
	64-bit IEEE Source Address 


The Application Payload field of the PSDU is used by the next highest layer to pass information through the MAC and PHY layers. This field’s variable length is derived by subtracting the size of the MAC Header and MAC Footer from the Frame Length field of the PPDU. There are two possible values for the maximum length of the Application Payload field.  For frames using Destination Addressing Mode 0x2, the maximum payload size is 102 bytes. For frames using Destination Addressing Mode 0x3, the maximum payload size is 96 bytes.
All other fields of the PSDU shall be set according to Table 7.
[bookmark: _Toc295477010]Data Link Layer Processing
This section describes the processing requirements at Layer 2 of the Network Reference Model (see §2.3).
[bookmark: _Toc295477011]CSMA-CA.  
A Live PAN Entity shall use un-slotted Carrier-Sense Multiple-Access with Collision Avoidance (CSMA-CA) when transmitting messages in order to avoid multiple messages on the same medium at the same time.
CSMA-CA is incorporated in the message transmission algorithm that follows.
[bookmark: _Ref256088679][bookmark: _Toc295477012]Data Packet Transmission.
A Live PAN entity shall transmit a PPDU on the Live PAN using the following procedure:
a. Wait for any required delay times and randomized back-off times before continuing.
b. Set nTxAttempts counter to 0.
c. Repeat the following steps until the PPDU is sent or until the number of transmission (nTxAttempts) attempts reaches nMaxTxAttempts.
d. Perform CCA to verify the channel is clear before starting transmission.
e. If the channel is clear, transmit the entire PPDU.
f. If the channel is not clear, increment the local count nCCA_Failures and the nTxAttempts counter for the entity, check the nTxAttempts counter and if less than nMaxTxAttempts, delay for a time duration of tBackoff  ≤  tMaxBackoff, and return to step d.
g. Upon completing transmission of the PPDU, or nTxAttempts is ≥ nMaxTxAttempts, transition to idle mode, or receive mode to listen for responses or new messages as appropriate. Return success or failure as appropriate.
See Table 23 regarding randomness of tBackoff.
[bookmark: _Toc295477013]Data Packet Reception.  
A Live PAN entity shall respond to and process a message packet in a PPDU only if the PPDU meets all of the following conditions:
a. The full 14 (Association Request) or 20 (non Association Request) MAC Addressing field + n bytes, where n is specified in the length field, of the PPDU are successfully received.
b. The Checksum field in the PPDU agrees with a CRC checksum computed over the bytes of the data packet.
c. The Destination Address field in the MAC Header section of the PSDU agrees with the receiving entity’s address or has the broadcast value, 0xFFFF.
If the message packet fails any of these conditions, the entity ignores the message.  There are additional requirements imposed by the protocol and by higher-layer policies. Note that the 16-bit broadcast value, 0xFFFF, for the Destination Address field shall only be used in an Association-Request message.
[bookmark: _Toc295477014]Network Layer Message Addressing
The format for the IEEE STD 802.15.4 packet addressing is shown in Table 9 for Association-Request messages.  The Association-Request message is sent by Clients looking for a Server that will associate with the Client.  As indicated in §3.3.4, a source and destination IEEE STD 802.15.4 Live PAN ID is also required.  A Client sending an Association-Request will use the IEEE STD 802.15.4 defined values for a broadcast address and Live PAN ID.  The format for the IEEE STD 802.15.4 packet addressing is shown in Table 10 for all other Live PAN messages.  Servers that respond to a Client’s Association-Request will include their 64-bit IEEE STD 802.15.4 address and 16-bit IEEE STD 802.15.4 Live PAN ID in the Association-Reply packet.  Clients must record these values to use in subsequent communications with the Server.  
[bookmark: _Toc295477015]Example
A description of message addressing using IEEE STD 802.15.4 address and Live PAN ID for the Server and Client follows.  The Server Live PAN ID is 10, its address is 20, and the Client’s address is 5 in the following examples.
[bookmark: _Toc295477117]Table 11 - Association Request Address Fields
	Field
	Size (Bytes)
	Value (Hex)
	Description

	Destination Live PAN ID
	2
	0xFFFF
	IEEE STD 802.15.4 Broadcast Live PAN ID

	Destination Address
	2
	0xFFFF
	IEEE STD 802.15.4 Broadcast Address

	Source Live PAN ID
	2
	0x0000
	Client’s Live PAN ID is 0 until an association is formed

	Source Address
	8
	0x0000000000000005
	Client’s 64-bit IEEE STD 802.15.4 address



The Association Reply will contain the following values for the IEEE STD 802.15.4 address and Live PAN ID.
[bookmark: _Toc295477118]Table 12 - Association Reply Address Fields
	Field
	Size (Bytes)
	Value (Hex)
	Description

	Destination Live PAN ID
	2
	0x0000
	IEEE STD 802.15.4 Live PAN ID from Client’s Association Request

	Destination Address
	8
	0x0000000000000005
	IEEE STD 802.15.4 Address from Client’s Association Request

	Source Live PAN ID
	2
	0x000A
	IEEE STD 802.15.4 Server’s Live PAN ID

	Source Address
	8
	0x0000000000000014
	IEEE STD 802.15.4 Server’s 64-bit address



The Association Select (and all other messages sent by the Client) address field values follow. The Client reconfigures its Live PAN ID.
[bookmark: _Toc295477119]Table 13 - Association Select Address Fields
	Field
	Size (Bytes)
	Value (Hex)
	Description

	Destination Live PAN ID
	2
	0x000A
	Server’s IEEE STD 802.15.4  Live PAN ID

	Destination Address
	8
	0x0000000000000014
	Server’s IEEE STD 802.15.4 Address

	Source Live PAN ID
	2
	0x000A
	Client’s IEEE STD 802.15.4 Live PAN ID

	Source Address
	8
	0x0000000000000005
	Client’s IEEE STD 802.15.4 address



The acknowledgements (and all subsequent messages) sent by the Server to the Client will have the following values for the IEEE STD 802.15.4 address fields.
[bookmark: _Toc295477120]Table 14 - Server-To-Client Message Address Fields
	Field
	Size (Bytes)
	Value (Hex)
	Description

	Destination Live PAN ID
	2
	0x000A
	Client’s IEEE STD 802.15.4 Live PAN ID

	Destination Address
	8
	0x0000000000000014
	Client’s IEEE STD 802.15.4 Address

	Source Live PAN ID
	2
	0x000A
	Server’s IEEE STD 802.15.4 Live PAN ID

	Source Address
	8
	0x0000000000000005
	Server’s 64-bit IEEE STD 802.15.4 address



[bookmark: _Toc295477016]Transport Layer Processing
This section discusses how to maximize reliability of message deliveries using message acknowledgements and signal strength monitoring. 
[bookmark: _Toc295477017]Message Delivery & Acknowledgement 
Message deliveries are made more reliable by employing acknowledgements of received packets and re-transmitting packets that are not acknowledged by the other party.
This standard requires that Servers and Clients always send an acknowledgement message after receiving any non-acknowledgement message.  Regarding acknowledgements to powered Clients vs. low-power Clients, there is some variation discussed below.
As discussed previously, both powered and low-power Clients can send messages to Servers at any time, and Servers can send messages to powered Clients at any time.  However Servers may not initiate communication with a low-power Client.  Servers may only send messages to low-power Clients in response to a low-power Client’s message to the Server, allowing the low-power Client to conserve energy between communications with the Server.
Servers need a mechanism to transmit application messages/date to low-power Clients.  To accomplish this, when sending an acknowledgement to a low-power Client the Server may optionally include, inside the acknowledgement message’s payload, a new application message for the low-power Client.  The low-power Client, recognizing the new payload-enclosed message, then sends another acknowledgement back to the Server.  When a Server has multiple application messages to send to a low-power Client, it must wait for the next non-acknowledgement message from the Client to append the application message in the acknowledgement to the Client.  This cycle stops when the Server receives the low-power Client’s acknowledgement and the Server has no new message to send back.  Table 15 below summarizes the protocol messages that senders use to carry application data and that receivers can expect to receive application data.
[bookmark: _Toc295477121]Table 15 - Allowed Entity Communications Timing
	
	
	RECIPIENT

	
	
	Server
	Low-Power Client
	Powered Client

	SENDER
	Server
	
	Payload in Acknowledgement
	Data (Asynchronous)

	
	Low-Power Client
	Data (Asynchronous)
	
	

	
	Powered Client
	Data (Asynchronous)
	
	



A message may fail to reach its destination for various reasons, such as busy channels, channel interference or entity disassociation.  A message also fails when it is successfully received by the destination but then the corresponding acknowledgement is not received by the original message sender.  To improve reliability, retransmission mechanisms are used at both Layer 3 and Layer 2.
A Live PAN entity sends a protocol message (Table 2) and then either (1) receives an acknowledgement or (2) abandons waiting for an acknowledgement after zero or more retransmission attempts.  This is considered a single Transaction.  Live PAN entities employ a Transaction Number to identify protocol messages being acknowledged and duplicate protocol messages.
A Live PAN entity sends each protocol message up to nMaxMessageTries times or until it receives an acknowledgement.  The rate at which the entity sends the protocol message is tAcknowledge plus a small random back-off.  This random back-off shall not exceed tMaxBackoff.  In each of these attempts, the Transaction Number remains the same.  If the sending entity does not receive an acknowledgement after nMaxMessageTries attempts, the Transaction fails.
For each protocol message sent (or resent) at Layer 3, the Data Link Layer 2 employs its own retransmission mechanisms, similarly sending each message up to nMaxTxAttempts times.  This was detailed previously in §3.4.2.
When defining nMaxMessageTries, also consider the values of nMaxTxAttempts, tAcknowledge, and tMaxBackoff.  Choose values that ensure messages (e.g. an event report) are still useful and relevant at their destination even if multiple transmissions are required to successfully complete the transaction.  Figure 5 below shows the relationship between the protocol counters and timers related to message (layer 3)/packet (layer 2) transmission.  In this example, nMaxTxAttempts = 3 and nMaxMessageTries = 2.
  
[image: ]
[bookmark: _Ref277148460][bookmark: _Toc295477192]Figure 5 – Layer 3 Transaction Success or Failure
The meaning of each of the time and timer values shown above follow.
	Time/Timer
	Description

	TACK
	tAcknowledge

	TMBO
	tMaxBackoff

	T0
	The time at which the message is first transmitted.

	TBO1
	First backoff time (must be less than TMBO)

	TBO2
	Second backoff time (must be less than TMBO)

	T1
	The time at which the message is first re-tried by the Transport layer.



[bookmark: _Toc295477018]Received Message Packet Processing and Signal Strength Monitoring 
Live PAN entities may only maintain an association while a communication path between them exists.  As the strength of that path can weaken when proximity between the entities decreases or when obstructions are encountered, the entities shall monitor signal strength by providing the Received Signal Strength Indicator (RSSI) level to higher layers when processing received message packets.
A received packet with RSSI below a defined threshold (see below) may indicate that the communication path has degraded, and the packet should be discarded so that logic at the higher layers can decided if the Client/Server association still exists.
[bookmark: _Toc295477019]Establishing an Association
A Server processing an Association-Request shall compare RSSI to associationRequestRSSIThreshold, and a Client processing an Association-Reply message shall compare RSSI to associationReplyRSSIThreshold.  These thresholds shall be higher than that used while maintaining an association.
[bookmark: _Toc295477020]Maintaining an Association
An associated Client or Server shall compare RSSI to receivePacketRSSIThreshold.  This threshold may be lower than those used to establish a new association, allowing for moderate dynamic changes in operational signal strength.
[bookmark: _Ref276121138][bookmark: _Toc295477021]Live PAN Protocol Session Layer
This section contains descriptions of the processing that a Live PAN Server and Client shall support at the Reference Model’s session layer.
[bookmark: _Ref272308438][bookmark: _Toc295477022]Server-Client  Association
As described earlier, an association must exist between a Server and a Client before regular communications can take place between the two entities.  Both the Server and Client have a role in determining if an association will be established between each other.
Two association methods are defined for Clients:  Auto and Locked.
· Client auto association is where the Client sends an Association-Request using a broadcast address and then listens for replies.  Any Servers hearing the request that are willing to establish an association with the Client will send a response.  The Client may then choose a Server based on the collected responses, possibly choosing the reply with the strongest signal which is likely the closest Server.
· Client locked association is where the Client sends an Association-Select to a specific Server.  If the specific Server is within radio range and willing to accept the association with the Client, it will send a response to the Client establishing the association.
Three association methods are defined for Servers:  Auto, Locked, and Hybrid.
· Server auto association is where the Server accepts any device on a first-come first-served basis.  Servers may use additional criteria when deciding to accept a Client’s association in Auto association mode.  The Server’s application role may be considered in generating the configuration data, e.g. the configuration may limit the number of associated Clients based on the Client’s device type, limit association to a list of Client IDs, or limit the number of associated Clients.
· Server locked association is where the Server only accepts specified Client devices.  A Server shall accept and store configuration data, or use data from a previously stored configuration, to determine which Clients are allowed to associate, using device class, device type and device ID.
· Server hybrid association is where only pre-specified Clients of a specific device type will be locked to the Server, and other device types that are not pre-specified can auto-associate.  For example, laser detectors can be locked to a Server by specifying their device class, device type and device ID.  If no weapons are specified, the Server will accept the first weapon to request association. This mode could be used to allow a Medical Services PDA to associate with a locked network.
Servers and Clients shall support all association modes and shall provide a means to switch between modes.
[bookmark: _Ref285700528][bookmark: _Toc295477023]Client Auto Association Processing
The Client broadcasts an Association-Request message on each channel allocated for the Live PAN protocol and then listens for replies.  The Client transmits each Association-Request message nAssociationTries times on each channel, using a transmission rate of tAcknowledge.  This is done to help ensure nearby Servers hear the Client’s request.
Zero or more Servers may reply.  Server devices will send an Association-Reply message in response to the Client Association-Request message, based on the Server’s configuration.  Servers that are not configured to pair with a particular Client device will not respond to the Client’s Association-Request.  For each Association-Reply received, the Client records the Server’s address, the Received Signal Strength Indicator (RSSI) value, and the current radio channel.
The Client scans all radio channels and compares all Association-Reply messages, selecting a Server based on implementation-specific criteria.  For example, the Client may select the Association-Reply with the highest RSSI.  The Client then sends the selected Server an Association-Select message.
The association is established when the Client receives an Association-Select acknowledgement from the selected Server.  (Note that the Association-Select acknowledgement message is simply the Association-Select message with the acknowledgement bit set (See Table 16.).  If the Client receives no acknowledgement, the Client may re-start the association process after a time duration of tActiveHibernate or tInactiveHibernate.
tActiveHibernate typically applies when the device is in active use.  A Client uses tActiveHibernate when it receives at least one Association-Reply, regardless if the reply met the criteria for association (e.g. minimum RSSI).
tInactiveHibernate typically applies when the device is in storage.  A Client uses tInactiveHibernate when it receives no Server replies.  Using a tInactiveHibernate value that is greater than the tActiveHibernate value will extend battery life.
[bookmark: _Toc295477024]Server Auto Association Processing
As indicated in §3.7.1.1, Servers may choose to respond to Client association requests.  Servers may utilize local configuration data to limit the types and number of Clients they will associate with.  If the Server receives an Association-Request message from a Client with which the Server does not wish to association, the Server simply does not send an Association-Reply message to the Client.
[bookmark: _Toc295477025]Client Locked Association Processing
Live PAN Clients that are locked to a specific Server must know the Server’s IEEE STD 802.15.4 MAC address and radio channel.  The Client initiates association with the Server by sending an Association-Select message with the locked Server’s ID on the locked Server’s radio channel.  The specific Server will respond with an Association-Select acknowledgement if it is in range of the Client and willing to accept the Client.  Because the Server’s configuration can change since last associating with a Client, the Server may no longer be able to associate with the Client.  Clients that support locked association shall either have a means to clear their configured Server and switch to Client Auto Association, or have a list of alternate locked Server ID and radio channels to associate with in its configuration data.
The association is established when the Client receives an Association-Select acknowledgement from the selected Server.  If the Client receives no acknowledgement, the Client may restart the association process after a time duration of tActiveHibernate or tInactiveHibernate, as previously explained in §3.7.1.1.
[bookmark: _Toc295477026]Server Locked Association Processing
Servers may support locked Clients using a local configuration file that contains the list of Client IDs.  Servers should provide a means to update their list of Client IDs, e.g. via user interface operation and/or other maintenance procedure.
[bookmark: _Ref272324199][bookmark: _Toc295477027]Configurable Items
Live PAN Servers and Clients shall support the following items as configurable operating parameters.  Each entity shall store these values using a configuration file or other means that allows the entity to set parameters at startup.
[bookmark: _Toc295477028]Server Configurable Items
1. Allowed Client devices (e.g. Client Device Type, Client ID, or other implementation-specific criteria)
2. Minimum RSSI threshold for Association-Request messages
3. Minimum RSSI threshold for all other messages
4. Default Client association verification time (The time since a Client was last heard from, and after which the Server considers the association stale.)
5. Radio channel 
6. Radio power level
7. MAC address
8. Server’s Live PAN ID
[bookmark: _Ref272324214][bookmark: _Toc295477029]Client Configurable Items
1. Minimum RSSI threshold for Association-Reply messages
2. Minimum RSSI threshold for packet processing
3. Client association verification time - The minimum time period the Client must communicate with the Server to keep the association active.
4. Radio channel Set (i.e., the list of channels to scan for auto-association)
5. Radio power level
6. MAC address
7. Client’s Live PAN ID
8. Device Class and Type
9. Weapon Type (if applicable)
10. Assigned Server ID (if applicable, to support Client Locked Association Mode)
11. Assigned Server Radio Channel (if applicable, to support Client Locked Association Mode)
12. Hibernation time during active periods
13. Hibernation time during inactive periods
[bookmark: _Toc295477030]Protocol Procedures Details
This section details the protocol procedures for the various Server and Client operations.  Entity interaction is shown using Message Sequence Charts.  Example message packet contents are also shown.
[bookmark: _Ref256086202][bookmark: _Toc257238959][bookmark: _Toc295477031]Client Auto-Association
A Live PAN Client associates with a Live PAN Server to communicate application data messages and execute operations.  Figure 6 shows the message exchange for performing an auto-association between a Live PAN Client and Server.  This section details the protocol requirements for Client-Server auto-association messages.
[image: ]
[bookmark: _Ref256770110][bookmark: _Toc257239017][bookmark: _Toc295477193]Figure 6 - Client Auto-Association Sequence
[bookmark: _Ref256086297][bookmark: _Toc295477032]Client Association Request
A Live PAN Client shall identify Servers available to associate with by broadcasting an Association-Request message on each frequency channel and listening for Server responses.  Specific constraints on the Association-Request are as follows:
a. The Client shall attempt to transmit (see §3.4.2) the Association-Request on each channel available to the Client according to the Client’s channel map; nAvailableChannels (see Table 24).
b. The Association-Request message shall have the structure shown in Table 16 with the payload described in Table 27.  The address used in the Data Packet must be the Server’s broadcast MAC address.
c. After transmitting an Association-Request on a channel, a Live PAN Client shall switch to receive mode on the same channel and then listen for at least tAcknowledge milliseconds for Server replies.  
d. For each channel in nAvailableChannels, the Client shall repeat steps (a) through (c) for nAssociationTries and collect results from all Servers that respond on any attempt.
e. The Live PAN Client shall select a Server and transmit an Association-Select message to the corresponding Server.
An example of the Association-Request is shown in the following table.
[bookmark: _Ref277147276][bookmark: _Toc295477122]Table 16 - Example Association Request Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	0
	0 = Association-Request

	
	Acknowledgement Flag
	
	1 bit
	0
	Indicates the message is not acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Two integer values in the range of 0-255 that identify the version number of the Live PAN Standard supported by the sender.  The MSB contains the major version, the LSB contains the minor version.  Implementations compliant with this version of the standard will use 0x0100 (1.0) for the Protocol Version.

	
	Transaction Number
	1 byte
	X
	Source-generated sequence number of this message

	Payload
	Client Class
	1 byte
	X
	See Table 28.

	
	Client Device Type
	2 byte
	X
	See Table 29 to Table 35.



Client devices may add a Live PAN Weapon Type (Table 35) value to the payload in the Association Request message.  Clients can use this to indicate to a Server that they are part of a distributed instrumentation system for a single weapon.
[bookmark: _Ref256070714][bookmark: _Toc295477033]Server Association Reply
After receiving an Association-Request message from a Client, a Live PAN Server may respond to the Client with an Association-Reply message, based on Server configuration.  The Server shall send an Association-Reply reply as follows:
a. Transmit (§3.4.2) the Association-Reply message if and only if the Server would currently accept association with the Client when the Association-Request message is received.  If the Server would not accept the association with the Client when it receives the Association-Request, it shall not respond to the request.
b. Format the Association-Reply message using the structure shown in Table 17.  No payload is present in the Association-Reply message.  
c. Transmit (§3.4.2) the Association-Reply message within tAcknowledge milliseconds after receiving the Association-Request.
d. After transmitting an Association-Reply, return to receive mode to resume listening for Client messages.
The conditions for accepting an association with a Live PAN Client are not defined in this standard.  Such conditions are application specific.
An example of the Association-Reply message is shown below.
[bookmark: _Ref277147313][bookmark: _Toc295477123]Table 17 - Example Association Reply Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	1
	1 = Association-Reply

	
	Acknowledgement Flag
	
	1 bit
	0
	Indicates the message is not acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	n
	Source-generated sequence number of this message

	Payload
	N/A
	0
	N/A
	N/A



[bookmark: _Ref256070956][bookmark: _Toc295477034]Client Association Select  
A Live PAN Client collects the Association-Reply messages from the responding Servers and builds a list of potential Servers with which to associate.  Clients shall ignore Server responses with a RSSI below their associationReplyRSSIThreshold. If no Server response is above the signal strength threshold, the Client shall enter a hibernate state and retry the association later.
To request association with a selected Server, a Live PAN Client shall send an Association-Select message to the Server.  The Client shall send the Association-Select message as follows:
a. Send an Association-Select message only when the Client is in an unassociated state.  A Client can only associate with one Server at a time.
b. Format the Association-Select message using the structure shown in Table 18.
c. Use the address of the selected Server as the Destination Address in the Association-Select message.
d. Transmit (§3.4.2) the Association-Select message on the selected Server’s operating channel.  Then switch to receive mode on the same channel and listen for up to tAcknowledge milliseconds or until an Association-Select acknowledgement message is received from the Server.
e. If the Client receives no Association-Select acknowledgement, repeat step (d) up to nMaxMessageTries times or until a response is received from the Server.  If no response is received from the final attempt, select another Server that responded to the Association-Request and return to step (b).  If no more Servers are available, go to a hibernate state.  
The conditions for accepting an association with a Live PAN Server are not defined in this standard.  Such conditions are application specific.
An example of the Association-Select message is shown below.
[bookmark: _Ref277147353][bookmark: _Toc295477124]Table 18 - Example Association Select Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	2
	2 = Association-Select

	
	Acknowledgement Flag
	
	1 bit
	0
	Indicates the message is not acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	n
	Source-generated sequence number of this message

	Payload
	Client Class
	1 byte
	n
	See Table 28.

	
	Client Device Type
	2 byte
	n
	See Table 29 to Table 35.



Client devices may add a Live PAN Weapon Type (Table 35) value to the payload in the Association Select message. Clients can use this to indicate to a Server that they are part of a distributed instrumentation system for a single weapon.
[bookmark: _Toc295477035]Server Association Select Handling
A Live PAN Server shall handle an Association-Select message as follows:
If the Server accepts the association with the Client, transmit (§3.4.2) an Association-Select acknowledgement to the Client on the Server’s operating channel within tAcknowledge milliseconds, and add the Client to the Server’s list of associated Clients.  Format the Association-Select acknowledgement message using the structure shown in Table 19.  The Server may include a payload to configure some Client operating parameters (see Table 42) or otherwise make a request to the Client.
An example of the Association-Select acknowledgement is shown below.
[bookmark: _Ref277147388][bookmark: _Toc295477125]Table 19 - Example Association Select Acknowledgement Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	2
	2 = Association Select

	
	Acknowledgement Flag
	
	1 bit
	1
	Indicates the message is acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	n
	Transaction number from the corresponding Association Select message

	Payload
	Optional Payload, may contain an application Parameter Change message or other application message
	variable
	
	



If the Server is not willing to accept the association with the Client, it must not transmit any response.
[bookmark: _Toc295477036]Client Locked-Association
The message exchange sequence between a locked Client and its assigned Server begins when the Client sends the Association-Select message.  Locked Clients necessarily have a Server ID and the Server’s assigned radio channel specified in some internal configuration data.
If the assigned Server does not respond to the Client’s Association-Select message, the Client may sleep for some time then try associating again (as discussed in §3.7.1.1).  Clients should support a control message (defined in §3.10.2) which allows a Live PAN control device application to set and clear a Client’s assigned Server.
[bookmark: _Toc295477037]Client Association Verify 
A Live PAN Client shall maintain association with a Server by periodically sending a Data message to the Server.  The Client shall perform the following:
Whenever a Client is associated with a Server and has not sent an application message to that Server for the previous tVerify seconds (see Table 23), the Client shall transmit a Data message to the associated Server with an Application Message Type indicating association verification.  See §3.9.2.8.  Format the Data message using the structure in Table 26.
After sending the Data message, the Client switches to receive mode on the same channel and listens for tAcknowledge milliseconds or until a Data acknowledgement is received from the Server.
If the Client receives a Data acknowledgement from the Server, the Client can return to normal processing, which may involve going into a reduced-power sleep mode until it is time to send another message.
If the Client does not receive a Data acknowledgement from the Server within tAcknowledge milliseconds, the Client shall resend the Data message up to nMaxMessageTries times.  If the Client does not receive a Data acknowledgement by the last retry, the Client shall assume it is no longer associated with the Server and perform further handling accordingly.
[bookmark: _Toc295477038]Server Association Verify Handling  
A Live PAN Server shall respond to a Data message received for association verification as it would for any Data message as follows:
If the Server has an association with the Client that sent the Data message, the Server shall transmit (§3.4.2) a Data acknowledgement message to the Client within tAcknowledge milliseconds.  Format the Data message using the structure shown in Table 26.
If the Server does not have an association with the Client, the Server shall ignore the message and resume normal processing.
[bookmark: _Toc295477039]Server Association Timeout  
When a Live PAN Server has not received a message from an associated Client for more than two tVerify intervals, the Server shall assume the Client is no longer associated and remove the Client from the Server’s list of associated Clients.
[bookmark: _Ref256090992][bookmark: _Toc257238960][bookmark: _Toc295477040]Event Reporting/Data Communications
Live PAN Data messages are used to communicate all application messages between an associated Live PAN Server and Client.  The application message is sent in the payload section of the message packet.  The payload has an Application Message Type field and other fields depending on the type, and may be encrypted for communications.  This section defines the details for transferring data messages.  Figure 7 shows the message exchange sequence when Clients have data to report to the Server and the Server in turn has a message for the Client.


[bookmark: _Ref256772024][bookmark: _Ref256027173][bookmark: _Toc257239018][bookmark: _Toc295477194]Figure 7 - Client-Initiated Data Message Sequence
Note that if the Data acknowledgement from the Server contains no message in its payload, the Client will not send a corresponding Data acknowledgement back to the Server.
An example Data message is shown below.
[bookmark: _Ref277147616][bookmark: _Toc295477126]Table 20 - Example Data Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	3
	3 = Data

	
	Acknowledgement flag
	
	1 bit
	0
	Indicates the message is not acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	n
	Source-generated transaction number of this message

	Payload
	Application Message
	Variable
	XX…X
	Sequence of bytes 



An example Data acknowledgement message, with an included message for the Client, follows.



[bookmark: _Ref277147649][bookmark: _Toc295477127]Table 21 - Example Data Acknowledgement With Server Request Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	3
	3 = Data

	
	Acknowledgement flag
	
	1 bit
	1
	Indicates the message is acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	n
	Transaction number of the corresponding Data message sent by the Client being acknowledged

	Payload
	Application Message
	Variable
	XX…X
	Sequence of bytes.



An example Data acknowledgement message sent by a Client follows:
[bookmark: _Toc295477128]Table 22 - Example Client Data Acknowledgement Message
	 
	Field
	Size
	Value
	Description

	Header
	Protocol Message Type
	1 byte
	6 bits
	3
	3 = Data

	
	Acknowledgement flag
	
	1 bit
	1
	Indicates the message is acknowledging a previously received message

	
	Encrypted Flag
	
	1 bit
	0
	Indicates the payload is not encrypted

	
	Protocol Version Number
	2 bytes
	0x0100
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	n
	Transaction number of the corresponding Data message sent by the Server being acknowledged

	Payload
	None
	0
	N/A
	N/A



[bookmark: _Toc295477041]Client-Initiated Data Message
A Live PAN Client can send a Data message to an associated Server at any time while not performing other Live PAN communications.  The Client shall send a Data message as follows:
a. Format the Data message using the structure shown in Table 20.
b. Initialize a message transmission counter (nMessageTries).
c. Send the message to the associated Server on the Server’s operating channel using the standard message transmission procedure (§3.4.2).
d. After sending the Data message packet, switch to receive mode on the same channel and listen for tAcknowledge milliseconds or until a Data acknowledgement is received from the destination Server.
e. If a Data acknowledgement is received from the Server, continue handling Server-initiated messages as defined in §3.7.3.6.
f. If a Data acknowledgement is not received, increment nMessageTries and repeat steps (c) through (e) until nMessageTries ≥ nMaxMessageTries.
[bookmark: _Toc295477042]Server-Initiated Data Message 
[bookmark: _Toc295477043]To Low-Power Clients
A Live PAN Server can send a Data message to an associated low-power Client only immediately after receiving a message from that Client.  The Server must buffer application messages for a low-power Client until contacted by that Client.  The Server shall send application messages to an associated low-power Client as follows:
a. Wait until receipt of an Association-Select or a Data message from the Client.
b. Format the Data acknowledgement using the structure shown in Table 21; package the Data message as the payload to the Data acknowledgement message.
c. Transmit (§3.4.2) the Data acknowledgement message within tAcknowledge milliseconds. 
d. After sending the Data acknowledgement, return to listening for message packets from Clients.
Clients must acknowledge Data messages sent by the Server.  If the Server receives no acknowledgement from the low-power Client, the Server will continue to package its data message in subsequent Data acknowledgement payloads to that Client until association with that Client is lost.
[bookmark: _Toc295477044]To Powered Clients
A Live PAN Server can send a Data message to an associated powered Client at any time.  The Server shall send application messages to an associated powered Client as follows:
a. Format the Data message using the structure shown in Table 20.
b. Initialize a message transmission counter (nMessageTries).
c. Send the message to the associated Client on the Server’s operating channel using the standard message transmission procedure (§3.4.2).
d. After sending the Data message packet, switch to receive mode on the same channel and listen for tAcknowledge milliseconds or until a Data acknowledgement is received from the destination Client.
e. If a Data acknowledgement is received from the Client, continue handling Server-initiated messages as defined in §3.7.3.6.
f. If a Data acknowledgement is not received, increment nMessageTries and repeat steps (c) through (e) until nMessageTries ≥ nMaxMessageTries.
If the Server receives no acknowledgement from a powered Client, and the Server’s nMaxMessageTries retry limit is exceeded, the Server may consider the association to no longer exist.  The Data acknowledgement from the Client may not contain a payload, and the Server shall ignore any payload-enclosed.
[bookmark: _Ref256072039][bookmark: _Toc257238961][bookmark: _Toc295477045]Configuration Variables
This section contains descriptions of the Live PAN protocol timers (Table 23), counters (Table 24), and parameters (Table 25).
[bookmark: _Ref256027899][bookmark: _Ref256027853][bookmark: _Toc257238996][bookmark: _Toc295477129]Table 23 - Timing Variables
	Variable
	Type
	Units
	Description

	tAcknowledge
	integer
	milli- seconds
	Time Clients wait for acknowledgments

	tActiveHibernate
	integer
	seconds
	Hibernation time: time between association  attempts when Servers are known to exist

	tBackoff
	integer
	milli- seconds
	The time between transmit attempts at the Data Link layer when the previous attempt fails.
This should be a pseudo-random value to avoid multiple Live PAN entities accessing the channel at the same time.

	tInactiveHibernate
	integer
	seconds
	Hibernation time: time between association  attempts when no Servers are known to exist

	tMaxBackoff
	integer
	milli- seconds
	The maximum time between transmit attempts at the Data Link layer when the previous attempt fails.

	tVerify
	integer
	seconds
	Time between Client attempts to verify an established Server association



[bookmark: _Ref256089115][bookmark: _Toc257238997][bookmark: _Toc295477130]Table 24 - Protocol Counters
	Variable
	Type
	Units
	Description

	nMaxTxAttempts
	integer
	count
	The maximum number of attempts to transmit a packet when clear channel assessment indicates a channel is busy before giving up.

	nMaxMessageTries
	integer
	count
	Number of times a Client will try sending a message packet before giving up.

	nMaxAssociationTries
	integer
	count
	Number of times a Client will send Association-Request message packets on a single channel.

	nAvailableChannels
	integer
	count
	Channels available to the Client according to the loaded channel map



[bookmark: _Ref256675632][bookmark: _Toc257238998][bookmark: _Toc295477131]Table 25 - Protocol Parameters
	Variable
	Type
	Units
	Description

	associationRequestRSSIThreshold
	integer
	dBm
	The minimum RSSI value that Servers use to decide to process Association-Request message packets from Clients.

	associationReplyRSSIThreshold
	integer
	dBm
	The minimum RSSI value that Clients use to decide to process Association-Reply message packets from Servers.

	receivePacketRSSIThreshold
	integer
	dBm
	The minimum RSSI value that Servers and Clients use to decide to process any received message packet.  This value will be specific to the hardware platform of a Server and Client.


[bookmark: _Toc295477046][bookmark: _Toc269471218][bookmark: _Toc271119275][bookmark: _Ref271284337][bookmark: _Toc284248662][bookmark: _Ref271898104]Presentation Layer
The message packet contained in the application payload (shown in Table 7) shall consist of the fields shown in Table 26.  The message packet is used at Layer 3 and higher of the Reference Model (see §2.3). 
[bookmark: _Ref295477401][bookmark: _Toc295477132]Table 26 - Message Packet
	
	Field
	Field Length
	Description

	Header
	Protocol Message Type
	1 byte
	bits 
#0 - #5
	Integer enumerating this message’s type:
0 = Association-Request , 
1 = Association-Reply,
2 = Association-Select, 
3 = Data,
4 - 5 = Server/Client-Configuration 
6 - 62 = Reserved,
63 = Application Data

	
	Acknowledgement Flag
	
	bit #6
	1 = Indicates the message is acknowledging a previously received message

	
	Encrypted Flag
	
	bit #7
	1 = Indicates the payload is encrypted

	
	Protocol Version Number
	2 bytes
	Version of the Live PAN protocol implementation.  The upper byte is the major version and the lower byte is the minor version. For example, 0x020A is version 2.10.

	
	Transaction Number
	1 byte
	Transaction number associated with this message. Every time a source creates a new PPDU, it increments its transaction number from zero up to 255, after which it returns to zero.  This value is used to identify duplicate PPDUs and messages being acknowledged.

	Payload
	Application Data
	0-92 bytes
	The Payload contents depend on the type of the message.  When the Encrypted Flag is set, this Payload field is in encrypted form, having used the active encryption key.



[bookmark: _Toc295411371][bookmark: _Toc295411643][bookmark: _Toc295411770][bookmark: _Toc295411896][bookmark: _Toc295412021][bookmark: _Toc295412144][bookmark: _Toc295477047]Live PAN Application Message Format
This section describes the application data supported in this version of the Live PAN Standard.  The first sub-section describes data carried in association-related messages, and the second sub-section describes the data and format for device control and event reporting messages.
[bookmark: _Toc269471219][bookmark: _Toc271119276][bookmark: _Toc284248663][bookmark: _Toc295477048]Live PAN Association Message Payloads
The data in association establishment related messages contains enough information about the Client for the Server to determine whether it will accept the device.  The following payload structure defines the data included in Association-Request and Association-Select messages.
[bookmark: _Ref271885959][bookmark: _Toc269471243][bookmark: _Toc271182563][bookmark: _Toc284248733][bookmark: _Toc295477133]Table 27 - Association Payload Data
	Message Field
	Type
	Description
	Valid Data

	Client Class
	uint8
	The Client device class.
	See Table 28

	Client Device Type
	uint16
	The Client device type
	See Table 29 through Table 35



[bookmark: _Toc295477049]Client Class
The following table shows the various Client Classes defined by this standard.
[bookmark: _Ref271892450][bookmark: _Toc271182564][bookmark: _Toc284248734][bookmark: _Toc295477134]Table 28 - Live PAN Client Classes
	Value (Hex)
	Client Class

	0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08
0x09
0x0A
0x0B
0x0C
0x0D
0x0E
0x0FError! Bookmark not defined.
	Sensor
Transmitter/Repeater
Reserved
Reserved
Reserved
IED/Mine/Explosive
Reserved
Reserved
User Interface
Reserved
Vehicle-Mounted Weapon
Individual Weapon
Crew-Served Weapon
Detector
Effects Generator
Reserved



As indicated previously, there are two types of Client devices, “low-power” and “powered” devices.  Low-power devices only stay in receive mode for tAcknowledge milliseconds after transmitting a message.  Powered devices stay in receive mode unless they are transmitting a message.  A Server may send a message (command) to the powered Client at any time.
The upper bit in the Client Class uint8 field indicates whether the Client is powered vs. low-power.  For example, an Effects Generator that is powered will use a value of 0x8E as its Client Class.  The remaining 3 bits of the upper nibble are reserved for future use.  The lower 4 bits indicate the Client Class, thus limiting the number of unique Client Classes to 16.
The Client Class structure is shown in Figure 8.


[bookmark: _Ref283210681][bookmark: _Ref283210674][bookmark: _Toc284248789][bookmark: _Toc295477195]Figure 8 - Client Class Structure
[bookmark: _Toc295477050]Client Device Type
In order to save bits within the Client Class structure of Figure 8, each Client Class should have two or more corresponding Client Device Types.  The Client Device Type for vehicle-mounted weapons, crew-served weapons, and individual weapons will follow the same enumeration as the Client Weapon Type specified in Table 35.  The following tables show the various Client Device Types for each Client Class supported by this standard. 
[bookmark: _Toc295477051]For Transmitter/Repeater Client Class
The transmitter/repeater Client Class is used for devices that act as relays (either optically or over an RF interface) but do not generate their own data messages.  Their purpose is to repeat other messages to allow for extended ranges or better signal reception in areas where RF and optical transmissions are degraded (such as inside an armored vehicle).  Table 29 shows current transmitter/repeater subclass enumerations.
[bookmark: _Ref283289644][bookmark: _Ref271892468][bookmark: _Toc271182565][bookmark: _Toc284248735][bookmark: _Toc295477135]Table 29 - Transmitter/Repeater Client Device Type Enumerations
	Value (Hex)
	Transmitter/Repeater Client Device Types

	0x0000
0x0001
0x0002
	Reserved
MILES Optical Repeater
MILES Emitter Unit



[bookmark: _Toc295477052]For Sensor Client Class
The sensor Client Class is used for devices that monitor a status or state of an object.  Examples may include a sensor that monitors whether a vehicle hatch is open or closed, a sensor that detects the posture of an individual, or a sensor that determines if a breach has been opened or closed.   The sensor Client Device Type enumerations are defined in Table 30.
[bookmark: _Ref283289684][bookmark: _Toc284248736][bookmark: _Toc295477136]Table 30 – Sensor Client Device Type Enumerations
	Value (Hex) 
	Sensor Types

	0x0000
0x0001
0x0002
0x0003
0x0004
0x0005
0x0006
0x0007
0x0008
0x0009
0x000A
0x0020
0x0021
	Standalone WOM
Breach Sensor
Hatch Sensor
Motion/Proximity Sensor
Posture Sensor
Standalone Trigger Sensor
Protective Mask
Protective Gloves
Protective Boots
Protective Body Suit
Vehicle Ventilator
Innalabs-WOM
Sight-WOM


[bookmark: _Toc295477053]For Detector Client Class
The Detector Client Class is similar to the sensor Client Class but is differentiated by only applying to devices that sense incoming weapon fires.  There will likely be cases where detectors will require their own set of association policies and thus they have been made a separate class.  Table 31 provides the type enumerations for the detector device class.
[bookmark: _Ref283290838][bookmark: _Toc271182566][bookmark: _Toc284248737][bookmark: _Toc295477137]Table 31 - Detector Client Device Type Enumerations
	Value (Hex)
	Detector Types

	0x0000
0x0001
0x0002
0x0003
0x0004
0x0005
0x0010
0x0011
0x0012
0x0020
0x0021
0x0022
0x0030
0x0031
0x0032
0x0040
	Unknown
Dismount Halo
Dismount Harness
Dismount Head
Dismount Chest
Dismount Back
Platform Front Left
Platform Front Center
Platform Front Right
Platform Center Left
Platform Center Top
Platform Center Right
Platform Rear Left
Platform Rear Center
Platform Rear Right
Non-vehicular target


[bookmark: _Toc295477054]For User Interface Client Class
The User Interface Client Class is used to classify those devices that provide functions necessary for occupation-specific duties.  These may involve mapping and detonation tracking for Forward Observers, wound assessment and virtual tools for combat medics, or ammunition, fuze, and charge management for supply and logistics.  These devices may contain simple displays and low-power processing or they may be more sophisticated tablets with enhanced processing capabilities.  Table 32 shows the current User Interface Client Device Type enumerations.
[bookmark: _Ref283302053][bookmark: _Ref271100484][bookmark: _Toc271182567][bookmark: _Toc284248738][bookmark: _Toc295477138]Table 32 - User Interface Client Device Type Enumerations
	Value (Hex) 
	User Interface Type Enumerations

	0x0000
0x0001
0x0002
0x0003
0x000C
0x000D
0x000E
0x000F
0x0010
0x0011
0x00CE
0xFFFF
	Reserved
Forward Observer Tablet
Mobile Medical PDA
Reserved
Observer/Controller Tablet
Loader Interface
Supply/Logistics Interface
Weapon User Interface (WUI)
Tourniquet
Syringe
Combat Engineer Interface
Reserved


[bookmark: _Toc295477055]For Individual, Crew-Served, and Vehicle-Mounted Weapon Client Classes
Weapons are separated into 3 categories: individual, crew-served, and vehicle-mounted.
· Individual weapons are assigned to a specific soldier and are not traded between players.
· Crew-served weapons are not assigned to an individual and can associate with any player as the policy allows.
· Vehicle-mounted weapons are part of a platform configuration and would associate with a vehicle, not an individual soldier.  Categorizing weapons in this fashion allows rules to be created to aid in Client-Server association.
For these three Client Classes, the Client Device Type uses the same enumeration as the Client Weapon Types described in Table 35.   For example, if an M240 Machine Gun is mounted on a vehicle, its Client Class would be Vehicle-Mounted Weapon (0x0A) and its Client Device Type would be 0x0029 per Table 35.
[bookmark: _Toc295477056]For IED/Mine/Explosive Client Class
IEDs, mines, and other explosives are classified separately because they are employed in a different manner.  This separate class allows for association policies specifically suited for IEDs, mines, and explosives.  Current IED and mine Client Device Type enumerations are given in Table 33. 
[bookmark: _Ref283372069][bookmark: _Toc271182568][bookmark: _Toc284248739][bookmark: _Toc295477139]Table 33 - IED, Mine, and Explosive Client Device Type Enumerations
	Value (Hex) 
	IED/Mine/Explosive Type Enumerations

	0x0000
0x0001
0x0002
0x0003
0x0020
0x0021
	Reserved
IED (Small)
IED (Medium)
IED (Large)
Mine (Anti-personnel)
Mine (Anti-tank)


[bookmark: _Toc295477057]For Effects Generator Client Class
To facilitate realistic weapon effects at the target, effect generators may be employed to provide visual, audio, or haptic feedback.  These generators are can be supported as Live PAN Client devices and also have a unique Live PAN device class.
The effect generator Client Device Types are defined by using a bit mask.  It is possible for a device to provide audio and strobe/flash effects, for example.  In that case, the device type would be calculated as 0x0003.  The effect generator Client Device Type enumerations are defined in Table 34.  
[bookmark: _Ref283374311][bookmark: _Toc271182569][bookmark: _Toc284248740][bookmark: _Toc295477140]Table 34 - Effect Generator Client Device Type Enumerations
	Value (Bitmask)
	Effect Generator Types

	0x0000
0x0001
0x0002
0x0004
0x0008
	Reserved
Strobe/Flash
Audio
Haptic
Pyrotechnic



[bookmark: _Toc295477058]Client Weapon Types
The Client Weapon Types supported by this standard are 2-byte values that globally define each weapon system.  The current enumerations are shown in Table 35.  Values 0x0 through 0x24 have been assigned according to the Basic MILES Code Structure found in Appendix A of PMT 90-S002K, MILES MCC Standard.  The values 0x40 through 0xFFFF are used to represent other weapon systems and allow greater fidelity in determining which weapon type is being used.
[bookmark: _Ref283302440][bookmark: _Ref270085875][bookmark: _Toc271182574][bookmark: _Toc284248741][bookmark: _Toc295477141]Table 35 - Live PAN Weapon Types
	Value (Hex)
	Weapon Type

	0x0000
	ADMIN/UNIVERSAL

	0x0001
	HELLFIRE

	0x0002
	UNASSIGNED

	0x0003
	AT-3

	0x0004
	UNASSIGNED

	0x0005
	UNASSIGNED

	0x0006
	UNASSIGNED

	0x0007
	TOW, AT-5 (KONKURZ)

	0x0008
	DRAGON

	0x0009
	FIRE & FORGET MISSILES

	0x000A
	125MM

	0x000B
	CLAYMORE MINE

	0x000C
	105MM HIT

	0x000D
	122MM ARTY DF

	0x000E
	73MM, 2.75” ROCKET, 57MM

	0x000F
	VIPER, RPG-7, CARL GUSTAV, AT-4

	0x0010
	120MM

	0x0011
	90MM

	0x0012
	152MM, 155MM

	0x0013
	40MM GRENADE

	0x0014
	ROCKEYE, SMAW

	0x0015
	30MM, GAU-8

	0x0016
	25MM, ZSU-23/4

	0x0017
	30MM (NTC HIND-D), VULCAN

	0x0018
	HEAVY MG (M2, M85)

	0x0019
	CHAPARRAL, SAM

	0x001A
	STINGER

	0x001B
	SMALL ARMS (M16, M60 MG, COAX)

	0x001C
	HEAVY WEAPON MISS

	0x001D
	LIGHT WEAPON MISS

	0x001E
	RESET FOR AIRCRAFT SYSTEMS, RESURRECT FOR GROUND SYSTEMS

	0x001F
	HEAVY SPARE MISS

	0x0020
	RF SAM

	0x0021
	SA-14

	0x0022
	AAA-2 30MM

	0x0023
	CONTROLLER GUN UTILITY CODES

	0x0024
	RESET FOR GROUND SYSTEMS, RESURRECT FOR AIRCRAFT SYSTEMS

	0x0028
	M2 .50 cal Machine gun

	0x0029
	M240 Series Machine Gun

	0x002A
	M4/M4A1 5.56mm Carbine

	0x002B
	M16A2/4 5.56mm Rifle

	0x002C
	M249 5.56mm SAW

	0x002D
	12 gauge shotgun

	0x002E
	M24 7.62mm Sniper Rifle

	0x002F
	M110 7.62 Semi-automatic Sniper System

	0x0030
	M107 .50 caliber Range Sniper Rifle

	0x0031
	M203 Grenade Launcher

	0x0032
	M320 Grenade Launcher

	0x0033
	MK19 Automatic Grenade Launcher

	0x0034
	M284 155mm Cannon (Paladin)

	0x0035
	M119A2 105mm Towed Howitzer

	0x0036
	Reserved

	0x0037
	M777A2 Lightweight Howitzer

	0x0038
	105mm Cannon

	0x0039
	M1064 Mortar

	0x003A
	M121 120mm Mortar

	0x003B
	M120 120mm Towed Mortar

	0x003C
	M224 60mm Mortar

	0x003D
	M252 81mm Mortar

	0x003E
	IED

	0x003F
	Hand Grenade

	0x0040
	Land Mine


[bookmark: _Toc269471220][bookmark: _Toc271119277]
[bookmark: _Toc284248664][bookmark: _Toc295477059]Live PAN Data Messages
This section defines the format and contents of the Message-Packet payloads carried in Live PAN Data messages sent by Clients, and in Association-Select and Data acknowledgement messages sent by Servers.  These are the application layer messages communicated between associated Clients and Servers over the Live PAN.  Each application message starts with an Application Message Type that identifies the type and contents of the packet’s remaining payload.  Table 36 contains the current set of application messages.  Note that the Live PAN protocol messages are described in the previous section.
Table 36 below shows the Application Message Type  value for each application message along with an indicator of which Client Device Types must support the application message.  The legend for the indicator is 
· “I” if the Client must support receiving the message (“Inbound”)
· “O” if the Client must support sending the message (“Outbound”)
· “B” if the Client must support both receiving and sending the message (“Bidirectional”).
[bookmark: _Ref270925480][bookmark: _Toc271182575][bookmark: _Toc284248742][bookmark: _Toc295477142]Table 36 - Application Messages
	Application Message Type (Hex)
	Message
	Laser Transmitter (SATs)
	Laser Transmitter (MILES Emitter & MILES Laser)
	Laser Detector
	Weapon Orientation Module
	Weapon User Interface (Remote Display Module)

	Weapon Sensor (Trigger)
	Weapon Sensor (Breach, Safety0, Safety1)
	Detonation Detector
	Posture Sensor
	Protective Equipment Sensor
	Proximity Detector
	Effects Generator
	Surrogate Round (Mortar)
	Surrogate Round (Grenade)
	Medical Services
	Forward Observer Map
	Small Arms Laser Transmitter with WOM

	0x01
	Server Request Message
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I

	0x02
	Client Parameter Change Message
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B
	B

	0x03
	BIT Results Message
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	0x04
	Association Verification
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	0x05
	Location Request Message[footnoteRef:1] [1:  The Location Request and Location Response messages should also be supported by any device with a requirement to provide location data in Shot Fired messages and no integrated GPS receiver.] 

	
	
	
	
	
	
	
	O
	
	
	
	
	O
	
	
	O
	

	0x06
	Location Response Message
	
	
	
	
	
	
	
	I
	
	
	
	
	I
	
	
	I
	

	0x07
	Inventory Message
	B
	
	
	
	B[footnoteRef:2] [2:  WUI must support this message if performing ammunition inventory management.] 

	
	
	
	
	
	
	
	B
	
	
	
	B

	0x08
	Server Ready Status[footnoteRef:3] [3:  Optional, may be required based on application and product design.] 

	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I

	0x10
	Shot Fired Message
	O
	
	
	
	
	
	
	
	
	
	
	
	O
	
	
	
	O

	0x11
	Trigger Action Message[footnoteRef:4] [4:  The Trigger Action message support is not required if the Shot Fired message is supported.] 

	O
	
	
	
	
	O
	
	
	
	
	
	
	O
	
	
	
	O

	0x12
	Weapon Status Message
	
	
	
	
	
	
	O
	
	
	
	
	
	
	
	
	
	

	0x13
	Mortar Safety Pin Status Message
	
	
	
	
	
	
	
	
	
	
	
	
	O
	
	
	
	

	0x14
	WOM Result Message
	
	
	
	O
	
	
	
	
	
	
	
	
	
	
	
	
	O

	0x15
	WOM Calibration Result Message
	
	
	
	O
	
	
	
	
	
	
	
	
	
	
	
	
	O

	0x16
	WOM Calibration Update Message
	
	
	
	O
	
	
	
	
	
	
	
	
	
	
	
	
	O

	0x20
	Detonation Message
	
	
	
	
	
	
	
	O
	
	
	
	
	
	O
	
	I
	

	0x21
	Laser Detector Hit Detection Message
	
	
	O
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	0x22
	Protective Equipment Message
	
	
	
	
	
	
	
	
	
	O
	
	
	
	
	
	
	

	0x23
	Medical Services Message
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	O
	
	

	0x24
	Posture Sensor Message
	
	
	
	
	
	
	
	
	O
	
	
	
	
	
	
	
	

	0x25
	Proximity Detection Message
	
	
	
	
	
	
	
	
	
	
	O
	
	
	
	
	
	

	0x30
	Ammunition Selection Message
	
	
	
	
	O
	
	
	
	
	
	
	
	
	
	
	
	

	0x31
	Remote Display Message
	
	
	
	
	I
	
	
	
	
	
	
	
	
	
	
	
	

	0x32
	Remote Audio Message
	
	
	
	
	I
	
	
	
	
	
	
	I
	
	
	
	
	

	0x33
	Strobe Flash Message
	
	
	
	
	
	
	
	
	
	
	
	I
	
	
	
	
	

	0x34
	Effects Generator Message
	
	
	
	
	
	
	
	
	
	
	
	I
	
	
	
	
	

	0x35
	MILES Direct Fire Laser Message[footnoteRef:5] [5:  SAT may support this message so the application at the Server can set values to be transmitted in the laser when the SAT emits a laser.] 

	I
	I
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	I

	0x40
	Time Request Message
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	O
	

	0x41
	Time Response Message
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	I
	

	0x42
	Target Location Message
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	O
	

	0x43
	MILES Guided Missile Message
	I
	I
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	I

	0x44
	MILES Fire and Forget Message
	I
	I
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	I

	0xFF[footnoteRef:6] [6:  Optional, may be used by Servers and Client to pass non-standardized data.] 

	Non-Standardized Application Data
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I



[bookmark: _Toc271119278][bookmark: _Toc284248665][bookmark: _Toc295477060]Munition Values
The Munition (or round) types used in various data and event messages are shown in Table 37 below.
[bookmark: _Ref269912628][bookmark: _Ref270341117][bookmark: _Toc271182576][bookmark: _Toc284248743][bookmark: _Toc295477143]Table 37 - Munition Type Values
	Type (Hex)
	Description

	0x0000
	Unknown/default

	0x0001
	M720 60mm HE 

	0x0002
	M821 81mm HE 

	0x0003
	M1-PD 105 mm HE

	0x0004
	M1 105mm HE 

	0x0005
	M444 105mm APICM

	0x0006
	M107-PD 155 mm HE

	0x0007
	M107 155mm HE

	0x0008
	M449A1 155mm APICM

	0x0009
	M483A1 155mm DPICM

	0x000A
	M106-PD 8 inch HE

	0x000B
	M106 8 inch HE

	0x000C
	M404 8 inch APICM

	0x000D
	M509A1 8 inch DPICM

	0x000E
	M26 MLRS DPICM

	0x000F
	MK49 5 inch 38 HE

	0x0010
	MK56 5 inch AAC

	0x0011
	MK61 5 inch HE

	0x0012
	MK41 5 inch 54 AAC

	0x0013
	MK25 8 inch HE

	0x0014
	MK13 16 inch HE

	0x0015
	MG76 76mm HE

	0x0016
	VO82 82mm HE

	0x0017
	OF843A 120mm HE

	0x0018
	OF843 A-VT 120 mm HE

	0x0019
	OF24-PD 122 mm HE

	0x001A
	OF24 122mm HE

	0x001B
	F864 240mm HE

	0x001C
	F864-VT 240 mm HE

	0x001D
	OF482 130mm HE

	0x001E
	OF482-VT 130 mm HE

	0x001F
	OF25 152mm HE

	0x0020
	 OF25-VT 152 mm HE

	0x0021
	XDP540 152mm DPICM

	0x0022
	 F620-PD 203 mm HE

	0x0023
	F620 203mm HE

	0x0024
	XDP620 203mm DPICM

	0x0025
	9M22YF 132mm MRL HE

	0x0026
	9M22KX 122mm MRL HE

	0x0027
	9M27F 220mm MRL DPICM

	0x0028
	9M27KX 220mm MRL DPICM

	0x0029
	FROG 540mm Rocket

	0x002A
	CONV042

	
	

	0x0042
	M329A1 107mm HE Mortar (Blue)

	0x0043
	M329A1 VT 107mm HE Mortar (Blue)

	0x0044
	M933 120mm HE Mortar (Blue)

	0x0045
	F853 160mm HE Mortar (Red)

	
	

	0x00C8
	CONV200

	0x00C9
	MINE

	0x00CA
	MINE-2

	0x00CB
	MINE-3

	0x00CC
	MINE-4

	0x00CD
	MINE-5

	0x00CE
	CHEMA1 (BLISTER)

	0x00CF
	CHEMB1 (NERVE I)

	0x00D0
	CHEMB2 (NERVE U)

	0x00D1
	CHEMC1 (BLOOD I)

	0x00D2
	CHEMC2 (BLOOD U)

	0x00D3
	CHEMD1 (CHOKING I)

	0x00D4
	CHEMD2 (CHOKING U)

	0x00D5
	CHEME1

	0x00D6
	CHEME2

	0x00D7
	CHEMF1

	0x00D8
	CHEMF2

	0x00D9
	CHEMG1

	0x00DA
	CHEMG2

	0x00DB
	CHEMH1

	0x00DC
	CHEMH2

	0x00DD
	CHEMI1

	0x00DE
	CHEMI2

	0x00DF
	CHEMJ1

	0x00E0
	CHEMJ2

	0x00E1
	W10 Y-1 (NUCLEAR)

	0x00E2
	W10 Y-2 (NUCLEAR)

	0x00E3
	W15 Y-1 (NUCLEAR)

	0x00E4
	W15 Y-2 (NUCLEAR)

	0x00E5
	W20 Y-1 (NUCLEAR)

	0x00E6
	W20 Y-2 (NUCLEAR)

	0x00E7
	W30 Y-1 (NUCLEAR)

	0x00E8
	W30 Y-2 (NUCLEAR)

	0x00E9
	W30 Y-3 (NUCLEAR)

	0x00EA
	W40 Y-1 (NUCLEAR)

	0x00EB
	W40 Y-2 (NUCLEAR)

	0x00EC
	W50 Y-1 (NUCLEAR)

	0x00ED
	W50 Y-2 (NUCLEAR)

	0x00EE
	W50 Y-3 (NUCLEAR)

	0x00EF
	NUC7

	0x00F0
	NUC8

	0x00F1
	NUC9

	0x00F2
	NUC10

	0x00F3
	EXP

	0x00F4
	AT-MES

	0x00F5
	AP-MES

	0x00F6
	Reserved

	0x00F7
	Reserved

	0x00F8
	Reserved

	0x00F9
	Reserved

	0x00FA
	Reserved

	0x00FB
	Reserved

	0x00FC
	Reserved

	0x00FD
	Reserved

	0x00FE
	Reserved

	0x00FF
	Power On Kill

	0x0100
	Reserved

	
	

	0x0110
	M934A1 120mm HE

	0x0111
	Reserved

	0x0112
	M929 120mm WP

	
	

	0x0120
	M720A1 60mm HE

	0x0121
	M768 60mm HE

	0x0122
	M722 60mm WP

	0x0123
	M722A1 60mm WP

	
	

	0x0130
	M889 81mm HE

	0x0131
	M889A1 81mm HE

	0x0132
	M889A2 81mm HE

	0x0133
	M821A1 81mm HE

	0x0134
	M821A2 81mm HE

	0x0135
	M374A3 81mm HE

	
	

	0x0150
	M433 40mm HEDP

	0x0151
	M430A1 40mm HEDP

	
	

	0x0180
	M548 105mm HERA

	0x0181
	M760 105mm HE

	0x0182
	M913 105mm HERA

	0x0183
	M915 105mm DPICM

	0x0184
	M927 105mm HERA

	
	

	0x01A0
	Reserved

	0x01A1
	M110A1 155mm WP

	0x01A2
	M110A2 155mm WP

	0x01A3
	M116A1 155mm HC

	0x01A4
	M549 155mm HERA

	0x01A5
	M549A1 155mm HERA

	0x01A6
	M864 155mm DP

	0x01A7
	M712 155mm Copperhead

	0x01A8
	M731 155mm ADAMS

	0x01A9
	M741A1 155mm RAAMS

	0x01AA
	M825A1 155mm WP

	
	

	0x0200
	Small IED

	
	

	0x0210
	Medium IED

	
	

	0x0220
	Large IED

	
	

	0x0300
	Biological Weapon

	0x0301
	Reserved


[bookmark: _Toc269471221]
[bookmark: _Toc295477061]Supported Charge Types
The Charge Types and their enumerations used in various data and event messages are shown in Table 38 below.  Doctrine states that the charge terminology used when firing weapons differs from terminology used in inventory management.  Live PAN entities that adjust inventory based on weapon usage will need to support a mapping between the two terminologies based on weapon type.
[bookmark: _Ref270084184][bookmark: _Toc271182577][bookmark: _Toc284248744][bookmark: _Toc295477144]Table 38 - Charge Type Values
	Type (Hex)
	Description
	Usage

	0x00
	Unknown
	Shot Fired event reporting

	0x01
	M231 (MACS)
	Shot Fired event reporting

	0x02
	M232 (MACS)
	Shot Fired event reporting

	0x03
	M3A1 (Green Bag)
	Shot Fired event reporting

	0x04
	M4A2 (White Bag)
	Shot Fired event reporting

	0x05
	M119A2 (Red Bag)
	Shot Fired event reporting

	0x06
	M203A1
	Shot Fired event reporting


[bookmark: _Toc284248667][bookmark: _Toc271119280]
[bookmark: _Ref284315898][bookmark: _Toc295477062]Supported Fuze Types
A fuze type is defined as the physical fuze that is attached to the projectile being fired.  It does not specify the “action” of the fuze (see §3.9.2.4), but rather the military nomenclature of the fuze being used.  Table 39 shows the fuze types currently supported in this standard.  
[bookmark: _Ref282502578][bookmark: _Toc284248745][bookmark: _Toc295477145]Table 39 - Fuze Type Values
	Type (Hex)
	Description

	0x0000
	None 

	0x0001
	M745 Point Detonating

	0x0002
	M935 Point Detonating

	0x0003
	M734 Multi-option

	0x0004
	M734A1 Multi-option

	0x0005
	M557 Point Detonating

	0x0006
	M739 Point Detonating

	0x0007
	M582 Mechanical Time Super Quick

	0x0008
	M782 Multi Option

	0x0009
	M732 Variable Time

	0x000A
	M762 Electronic Time

	0x000B
	M767 Electronic Time

	0x000C
	M783 Point Detonating/Delay

	0x000D
	M548 Mechanical Time Super Quick

	0x000E
	M565 Mechanical Time

	0x000F
	M577A1 Mechanical Time Super Quick


[bookmark: _Toc284248668][bookmark: _Ref284315199][bookmark: _Ref284315215][bookmark: _Ref284315226][bookmark: _Ref284315232]
[bookmark: _Ref285443846][bookmark: _Toc295477063]Supported Fuze Settings
The fuze setting is defined as the action or behavior of the fuze at detonation.  A fuze type (as defined in §3.9.2.3) may support multiple fuze settings.  Table 40 shows the fuze settings currently supported in this standard.  
[bookmark: _Ref282503769][bookmark: _Toc271182578][bookmark: _Toc284248746][bookmark: _Toc295477146]Table 40 - Fuze Setting Values
	Type (Hex)
	Description

	0x00
	None 

	0x01
	SQ (Super Quick)

	0x02
	DLY (Delay)

	0x03
	NSB (Near Surface Burst)

	0x04
	VT (Variable Time)

	0x05
	PRX (Proximity)

	0x10
	TIME


[bookmark: _Toc271119281][bookmark: _Toc284248669]
[bookmark: _Toc295477064]Request Message
The Live PAN Server sends a Request  application message to request information from a Client or to put the Client into a certain state (such as calibration mode).  This message optionally carries the Server Application Status field show below only when used to request BIT from the Client.  The field is one byte and represents the status of the Server’s application.   Values are defined to indicate the application is “Not Ready” vs. “Ready”.  Clients may use this knowledge during their operation.
[bookmark: _Ref256675993][bookmark: _Toc269471244][bookmark: _Toc271182579][bookmark: _Toc284248747][bookmark: _Toc295477147]Table 41 - Request Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x01

	Request Type
	uint8
	Code indicating the Client request type.
	0x01 Request BIT
0x02 Request WOM Reading 
0x03 Request Begin WOM Calibration
0x04 Request Abort WOM Calibration
0x05 Request State Parameters
0x06 Request Inventory Status
0x07 Terminate Association

	Server Application Status
	uint8
	Code indicating the Server’s application/device is operationally Ready or not Ready.
	0x00 Not Ready
0x01 Ready


[bookmark: _Toc269471222][bookmark: _Toc271119282][bookmark: _Toc284248670]
[bookmark: _Toc295477065]Client Parameter Change Message
The Live PAN Server sends a Parameter-Change application message to change the configuration of a Client device. The parameter identification and parameter value fields will be chained in a key/value pairing style order. (i.e. – key-1, value-1, key-2, value-2, … key-n, value-n).  Special care must be taken to ensure the total message length does not exceed the maximum Message-Length of the data link layer.
This message is bi-directional:  The Server sends this message to change operating/state parameters at the Client device, and the Client device sends this message in response to indicate the Client’s current operating/state parameters.  Operating parameters that are not configurable by the Server but are reported by the Client are indicated as “Read-only” in the message definition.
[bookmark: _Ref271886220][bookmark: _Toc269471245][bookmark: _Toc271182580][bookmark: _Toc284248748][bookmark: _Toc295477148]Table 42 - Parameter-Change Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x02

	Parameter-ID 1
	uint8
	Key value indicating the parameter being changed
	See Table 43 for parameter identifier

	Parameter-Value 1
	See Table 43
	new value of the changed parameter
	See Table 43 for possible values depending on the parameter identifier

	Parameter-ID 2
	uint8
	Key value indicating the parameter being changed
	See Table 43 for parameter identifier

	Parameter-Value 2
	See Table 43
	new value of the changed parameter
	See Table 43 for possible values depending on the parameter identifier

	Parameter-ID n
	uint8
	Key value indicating the parameter being changed
	See Table 43 for parameter identifier

	Parameter-Value n
	See Table 43
	New value of the changed parameter
	See Table 43 for possible values depending on the parameter identifier



[bookmark: _Ref256028274][bookmark: _Ref256627417][bookmark: _Toc269471246][bookmark: _Toc271182581][bookmark: _Toc284248749][bookmark: _Toc295477149]Table 43 - Client Parameter Table
	Parameter Description
	Parameter Identifier (Hex)
	Value type
	Possible values

	Client Class (Read only)
	0x01
	uint8
	See Table 28

	Client Device Type
	0x02
	uint16
	See Table 29 - Table 35

	tActiveHibernate (Milliseconds)
	0x03
	uint32
	0 – 4,294,967,295

	tInactiveHibernate (Milliseconds)
	0x04
	uint32
	0 – 4,294,967,295

	tVerify (Milliseconds)
	0x05
	uint32
	99 – 4,294,967,295

	WOM Azimuth Correction In .001 Degrees.
	0x06
	int32
	For WOM devices, this is the correction factor to be applied to Azimuth readings.

	WOM Elevation Correction In .001 Degrees.
	0x07
	int32
	For WOM devices, this is the correction factor to be applied to Elevation readings.

	Damage State
Bit mask of device status, Laser status only meaningful for laser-enabled devices.
	0x08
	uint8
	0x00 Nominal
0x01 Fire Power Killed
0x02 Laser disabled
0x04 Laser Enabled

	Client Weapon Type
	0x09
	uint16
	See supported weapon types in Table 35

	Misfire Probability in hundredths of a percent
	0x0C
	uint16
	0 – 10000

	Misfire Duration in seconds
	0x0D
	uint16
	0 – 65535

	Battery-Low percent (for indicating in BIT)
	0x0E
	uint8
	0-99

	Battery-Critical percent (for indicating in BIT)
	0x0F
	uint8
	0-99

	Receive packet error rate threshold in percent (for indicating BIT failure)
	0x10
	uint8
	0-99

	Transmit packet error rate threshold in percent (for indicating BIT failure)
	0x11
	uint8
	0-99


[bookmark: _Toc269471223][bookmark: _Toc271119283][bookmark: _Toc284248671]
[bookmark: _Toc295477066]BIT Results Message
The Client sends a BIT-Results application message to convey information regarding battery level, device status, and radio performance.
[bookmark: _Toc269471247][bookmark: _Toc271182582][bookmark: _Toc284248750][bookmark: _Toc295477150]Table 44 – BIT-Results Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x03

	Battery Level
	uint8
	The level of the battery
	0-100 (percentage)

	BIT Flags
	uint16
	These flags are set to convey information about any BIT Failures.  Multiple failures can be reported by setting the corresponding bits.  For example, a file system and WOM failure can be reported by setting this field to 0x03.
	0x00 BIT Passed
0x01 File System Failure
0x02 WOM Communication Failed
0x04 Radio Failure

	Firmware Version – major
	uint8
	The major number of the firmware version
	

	Firmware Version – minor
	uint8
	The minor number of the firmware version
	


[bookmark: _Toc284248672][bookmark: _Toc269471230][bookmark: _Toc271119284][bookmark: _Toc269471225]
[bookmark: _Ref286131676][bookmark: _Toc295477067]Association Verification Message
The Client sends an Association-Verification application message to maintain the active association.  Clients may use this message when they need to communicate with the Server but have no event data to send.
[bookmark: _Toc284248751][bookmark: _Toc295477151]Table 45 - Association-Verification Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x04


[bookmark: _Toc284248673]
[bookmark: _Toc295477068]Location Request Message
The Client sends a Location-Request application message to request the Server’s current location.  The Server will transmit a Location Response message to the Client in response to this request.
[bookmark: _Toc269471254][bookmark: _Toc271182583][bookmark: _Toc284248752][bookmark: _Toc295477152]Table 46 - Location-Request Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x05


[bookmark: _Toc269471229][bookmark: _Toc271119285][bookmark: _Toc284248674]
[bookmark: _Toc295477069]Location Response Message
The Server sends a Location-Response application message to the Client and includes the most recent location stored on the Server.
[bookmark: _Toc269471253][bookmark: _Toc271182584][bookmark: _Toc284248753][bookmark: _Toc295477153]Table 47 - Location Response Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x06

	Latitude
	int32
	Latitude multiplied by 10,000,000
	-900,000,000 to 900,000,000

	Longitude
	int32
	Longitude multiplied by 10,000,000
	-1,800,000,000 to 1,800,000,000

	Altitude
	Int16
	Elevation, height with reference to sea level in meters
	-32,768 – 32,767


[bookmark: _Toc269471233][bookmark: _Toc271119286][bookmark: _Toc284248675]
[bookmark: _Toc295477070]Inventory Supply Message
The Server sends an Inventory-Supply application message to update the Client’s round, fuze, and charge counts available to the shooter.  The Client also sends an Inventory-Supply message to respond to a Server request for ammunition inventory.  The message format is variable to support weapons where fuze and charges are not used.
The message contains a Data Flag indicating whether the message represents a re-supply, base load definition for the device,  a report of current ammunition inventory from the device, or an inventory adjustment.  Servers will use all the first two and fourth values of the flag when generating this message, Clients will only use the third flag value when generating this message.  
· When the Data Flag indicates a base load definition, the Client is expected to update its base load data as specified in the message.
· When the Data Flag indicates a re-supply, the Client is expected to set its available inventory to the counts and types specified in the message.  If no other parameters are present, the Client is expected to set its available inventory to the existing base load for the weapon.  
· When the Data Flag indicates Inventory adjustment, the Client’s current inventory is adjusted using positive or negative values in this message.
· When the Data flag indicates an inventory report, the Client is reporting its current inventory to the Server.
[bookmark: _Toc269471257][bookmark: _Toc271182585][bookmark: _Toc284248754][bookmark: _Toc295477154]Table 48 - Inventory-Supply Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x07

	Data Flag
	int8
	A flag indicating the following values represent a Base Load for the munition
	0x00 re-supply
0x01 base load definition
0x02 Inventory Report
0x03 Inventory Adjustment

	Munitions-Specified
	uint8
	The number of munition definitions included in the message.
	0 – 10

	Fuzes-Specified
	uint8
	The number of fuze definitions included in the message.
	0 – 10

	Charges-Specified
	uint8
	The number of charge definitions included in the message.
	0 – 10

	Munitions-Type 1
	uint16
	The munition type being re-supplied
	See supported munition types in Table 37

	Munition Type 1 Count
	int16
	The number of rounds for the munition
	0 – 65535

	Munition-Type n
	uint16
	The munition type being re-supplied
	See supported munition types in Table 37

	Munition Type n Count
	int16
	The number of rounds for the munition
	0 – 65535

	Fuze-Type 1
	uint16
	The fuze type being re-supplied
	See supported fuze types in Table 39

	Fuze Type 1 Count
	uint16
	The number of fuzes for the fuze type
	0 – 65535

	Fuze-Type n
	uint16
	The fuze type being re-supplied
	See supported fuze types in Table 39

	Fuze Type n Count
	uint16
	The number of fuzes for the fuze type
	0 – 65535

	Charge-Type 1
	uint8
	The charge type being re-supplied
	See supported charge types in Table 38

	Charge Type 1 Count
	uint16
	The number of charges for the charge type
	0 – 65535

	Charge-Type n
	uint8
	The charge type being re-supplied
	See supported charge types in Table 38

	Charge Type n Count
	uint16
	The number of charges for the charge type
	0 – 65535



The total message length must not exceed the length allowed for Message Payloads.  Because of this, a Base Load Definition may require more than one message.
The first five fields are required in each re-supply message.  When non-zero values appear in the Munitions Specified, Fuzes Specified, and Charges Specified fields, the order of type and count fields must follow that shown.  Munition values appear before fuze values, and fuze values appear before charge values.
[bookmark: _Toc295477071]Server Ready Status Message
The Server sends a Server-Ready-Status application message each time the state of the server’s application status changes.  An implementation of the Server can use this message to notify the client of its application’s operational status (the operation status meaning will depend on the application).  Clients may use this information to affect their behavior which is also dependent on the client application.
[bookmark: _Toc295477155]Table 49 – Server Ready Status Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x08

	Safety-Pin-Status
	uint8
	The operational status of the server’s application.
	0x00 – Ready
0x01 – Not Ready



[bookmark: _Toc271119287][bookmark: _Toc284248676][bookmark: _Toc295477072]Shot Fired Message
The Client sends a Shot-Fired application message when a Client detects that a shot has been fired.
NOTE: 	Not all fields in this message type will be used with every Shot-Fired message transmitted.  Some fields only pertain to certain weapons.
[bookmark: _Toc269471249][bookmark: _Toc271182586][bookmark: _Toc284248755][bookmark: _Toc295477156]Table 50 - Shot-Fired Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x10

	Weapon-Type
	uint16
	The weapon type of the device being fired.
	See supported weapon types in Table 35

	Round-Count
	uint8
	The number of rounds fired.
	1-255

	Munition-Type
	uint16
	The round being fired from the weapon
	See supported munition types in Table 37

	Munition Status
	uint8
	The status of the round being fired from the weapon.
	0x00 Nominal
0x01 Munition Unarmed

	Data-Mask
	uint8
	Bit mask indicating what fields are meaningful.  (The size of this message is fixed at 33 bytes, however not all fields may be present.  The data for the firing event may have been communicated to the Server by another Client device type.  For example, a Loader Interface may report the munition data, a WOM will report orientation data, and a weapon sensor may report the trigger being pulled.)
	0x00 No additional data
0x01 Charge Type present
0x02 Fuze data present
0x04 WOM reading present
0x08 Origin location present
0x10 Detonation location present

	Charge-Type
	uint8
	The charge type used to fire the round.
	See supported charge types in Table 38

	Charge-Count
	uint8
	The number of charge increments being used to fire the projectile.
	0 - 8

	Fuze-Type
	uint16
	The type of fuze used on the projectile.
	See fuze types in Table 39

	Fuze- Setting
	uint8
	The fuze setting.
	See fuze settings in Table 40

	Fuze-Time
	uint16
	The time setting of the fuze (if applicable) in tenths of a second.
	0 – 65,535

	WOM Readings Flag
	uint8
	Bitmask indicating which of the following WOM measurements are meaningful.
	 0x00 Unknown
0x01 Azimuth
0x02 Elevation
0x04 Roll

	WOM-Azimuth
	uint16
	The Azimuth of the WOM in 0.01 degree increments (from true north).
	0 – 35999

	WOM-Elevation
	int16
	The Elevation of the WOM in 0.01 degree increments (0 degrees is level with earth surface, positive measurements are up).
	-8999 – 8999

	WOM-Roll
	int16
	The roll of the WOM in 0.01 degree increments (0 for no roll component, positive measurements represent clockwise direction)
	-17999 – 18000

	Origin Latitude
	int32
	Latitude of the projectile origin multiplied by 10,000,000
	-900,000,000 to 900,000,000

	Origin Longitude
	int32
	Longitude of the projectile origin multiplied by 10,000,000
	-1,800,000,000 to 1,800,000,000

	Origin Altitude
	int16
	Elevation of the projectile origin, height  in reference to mean sea level in meters
	-32768 – 32767

	Intended detonation Latitude
	int32
	Latitude of the preprogrammed projectile detonation point multiplied by 10,000,000
	-900,000,000 to 900,000,000

	Intended detonation Longitude
	int32
	Longitude of the preprogrammed projectile detonation point multiplied by 10,000,000
	-1,800,000,000 to 1,800,000,000

	Intended detonation Altitude
	int16
	Elevation of the preprogrammed projectile detonation point, height in reference to mean  sea level in meters
	-32768 – 32767


[bookmark: _Toc271119288][bookmark: _Toc284248677][bookmark: _Toc295477073][bookmark: _Toc269471231]Trigger Action Message
The Client sends a Trigger-Action application message to indicate when a weapon’s trigger changes state (is pulled and released).  The format of the message is shown in Table 51 below.
[bookmark: _Ref270929989][bookmark: _Toc271182587][bookmark: _Toc284248756][bookmark: _Toc295477157]Table 51 - Trigger-Action Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x11

	Weapon-Type
	uint16
	The weapon type corresponding to the trigger.
	See supported weapon types in Table 35

	Action
	uint8
	Indicates whether the trigger was pulled or released.
	0x00 – Unknown
0x01 – Trigger Release
0x02 – Trigger Pull


[bookmark: _Toc271119289][bookmark: _Toc284248678][bookmark: _Toc295477074]Weapon Status Message
The Client sends a Weapon-Status application message each time the state of the breach or other supported message value changes. An implementation of the Server will need to either store this data for use when processing Shot Fired messages, pass this data on to the part of the application that processes the Shot-Fired messages, or pass the data on to the weapon’s user interface.
[bookmark: _Toc269471255][bookmark: _Toc271182588][bookmark: _Toc284248757][bookmark: _Toc295477158]Table 52 - Weapon Status Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message
	0x12

	Breach-Status
	uint8
	The breach status of the weapon
	0x00 – Unknown
0x01 – Open
0x02 – Closed

	Safety0-Status
	uint8
	The status of the weapon’s Safety0.
	0x00 – Unknown
0x01 – Not Active
0x02 – Active

	Safety1-Status
	uint8
	The status of the weapon’s Safety1.
	0x00 – Unknown
0x01 – Not Active
0x02 – Active


[bookmark: _Toc269471232][bookmark: _Toc271119290][bookmark: _Toc284248679][bookmark: _Toc295477075]Mortar Safety Pin Status Message
The Client sends a Mortar-Safety-Pin-Status application message each time the state of the mortar’s safety pin changes.  An implementation of the Server will need to either store this data for use when processing Shot-Fired messages, pass this data on to the part of the application that processes the Shot Fired messages, and/or pass the data on to the weapon’s user interface for processing there.
[bookmark: _Toc269471256][bookmark: _Toc271182589][bookmark: _Toc284248758][bookmark: _Toc295477159]Table 53 - Mortar Safety Pin Status Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x13

	Safety-Pin-Status
	uint8
	The status of the mortar’s safety pin.
	0x00 – Unknown
0x01 – Removed
0x02 – Inserted


[bookmark: _Ref257187896][bookmark: _Toc269471224][bookmark: _Toc271119291][bookmark: _Toc284248680][bookmark: _Toc295477076][bookmark: _Toc269471227]WOM Result Message
The Client sends a WOM-Result application message after receiving a Request application message with the WOM Reading Flag set.  Stand-alone WOM can include this message in the Association-Verification application message.  This may be done so the Server has the latest reading when a Shot -Fired or Trigger Pull/Release application message is sent by the weapon instrumentation.
[bookmark: _Toc269471248][bookmark: _Toc271182590][bookmark: _Toc284248759][bookmark: _Toc295477160]Table 54 - WOM-Result Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x14

	WOM Readings Flag
	uint8
	Bitmask indicating which of the following WOM measurements are meaningful
	 0x00 Unknown
0x01 Azimuth
0x02 Elevation
0x04 Roll

	WOM-Azimuth
	uint16
	The Azimuth of the WOM in 0.01 degree increments (from due north).
	0 – 35999

	WOM-Elevation
	int16
	The Elevation of the WOM in 0.01 degree increments (0 degrees is level with the horizon, positive measurements are up).
	-8999 – 9000

	WOM-Roll
	int16
	The roll of the WOM in 0.01 degree increments (0 for no roll component, positive measurements represent clockwise direction)
	-17999 – 18000


[bookmark: _Toc271119292][bookmark: _Toc284248681][bookmark: _Toc295477077]WOM Calibration Result Message
The Client sends a WOM-Calibration-Result application message to notify the Server of a calibration pass or fail.
[bookmark: _Toc269471251][bookmark: _Toc271182591][bookmark: _Toc284248760][bookmark: _Toc295477161]Table 55 - WOM-Calibration-Result Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x15

	Calibration-Result
	uint8
	This field indicates a calibration pass or a calibration failure. 
	0x00 – Unknown
0x01 - Calibration Failed
0x02 - Calibration Passed


[bookmark: _Toc269471228][bookmark: _Toc271119293][bookmark: _Toc284248682][bookmark: _Toc295477078]WOM Calibration Update Message
The Client sends a WOM-Calibration-Update application message to indicate that a calibration point has been marked and that the user can continue to the next calibration point.  A Server may send this message to a Client to indicate to the Client that is should continue to the next calibration point.
[bookmark: _Toc269471252][bookmark: _Toc271182592][bookmark: _Toc284248761][bookmark: _Toc295477162]Table 56 – WOM-Calibration-Update Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x16

	Calibration-Point
	uint8
	The last calibration point taken.  
	0 – 50


[bookmark: _Toc285617241][bookmark: _Toc295477079][bookmark: _Toc271119294][bookmark: _Toc284248683]WOM Reference Point Message
The WOM Reference Point Message is sent from the Server to the Client to indicate the value to be used as the reference point.  The Weapon-Type field is present to support different uses of the weapon and related WOM operation. 
[bookmark: _Toc285617322][bookmark: _Toc295477163]Table 57 – WOM Reference Point Message
	Message Field
	Type
	Description
	Valid Data

	Message-Type
	uint8
	The payload type of this message.
	0x17

	Reference-Point
	uint16
	The reference point in mils.  
	0 – 6400

	Weapon-Type
	uint16
	The weapon type of the associated weapon
	See Table 35


[bookmark: _Toc295477080]Detonation Message
The Client sends a Detonation application message when the Client detects a weapon detonation has occurred.  The Server can also send a Detonation message as required by application-specific use cases not addressed here.
[bookmark: _Toc269471250][bookmark: _Toc271182593][bookmark: _Toc284248762][bookmark: _Toc295477164]Table 58 - Detonation Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x20

	Result Code
	uint8
	Enumeration defining the result of the weapon fire event.  
	0x00 Nominal
0x01 Munition Unarmed
0x02 Target Update 

	Shooter ID
	uint16
	The TESS ID of the shooter
	0-65,535

	Shot Event Number
	uint16
	The event number of the shooter's indirect fire message
	1-65,535

	Munition-Type
	uint16
	The munition type that detonated.
	See supported munition types in Table 37

	Fuze-Type
	uint16
	The fuze type of the munition that detonated.
	See supported fuze types in Table 39

	Fuze-Setting
	uint8
	The fuze setting of the detonating munition.
	See supported fuze settings in Table 40

	Detonation Latitude
	int32
	Latitude of the projectile detonation point multiplied by 10,000,000
	-900,000,000 to 900,000,000

	Detonation Longitude
	int32
	Longitude of the projectile detonation point multiplied by 10,000,000
	-1,800,000,000 to 1,800,000,000

	Detonation Elevation
	int16
	Elevation of the projectile detonation point, height above sea level in meters
	-32768 – 32767

	Detonation-Time
	uint32
	The time of the detonation event.
	Time of the event in BCD referenced to UTC
  Byte 1 – Day of Week / Tenths
    Least significant nibble – tenths of second  - range: 0 – 9
    Most significant nibble – Day of  Week – defined values below
       1 – Sunday
       2 – Monday
       3 – Tuesday
       4 – Wednesday
       5 – Thursday
       6 – Friday
       7 – Saturday
  Byte 2   hours in BCD  - range: 0 to 23, decimal
  Byte 3   minutes in BCD - range: 0 to 59, decimal
  Byte 4   seconds in BCD - range: 0 to 59, decimal


[bookmark: _Toc271119295][bookmark: _Toc284248684][bookmark: _Toc295477081]Laser Detector Hit Detection Message
The Client sends a Laser-Detector-Hit-Detection application message when the laser detector detects a laser, indicating a weapon firing.  The Client can also send this message if the Player ID, Ammo-Type or MILES Code changes every 30 milliseconds.
[bookmark: _Toc271182594][bookmark: _Toc284248763][bookmark: _Toc295477165]Table 59 – Laser Detector Hit-Detection Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x21

	Player ID
	uint16
	The ID of the shooter in the message.
	See MILES Standard

	Ammo-Type
	uint8
	The ammunition type (or ammo code)
		

	
	

	
	

	
	

	
	

	
	

	
	

	
	


(1-8), See MILES Standard Appendix E of MILES MCC 

	MILES Code
	uint8
	The MILES code in the message
	0-36, See MILES standard Appendix A

	MILES Words
	uint8
	Number of MILES Words
	1-255


[bookmark: _Toc271119296][bookmark: _Toc284248685][bookmark: _Toc295477082]Protective Equipment Message
The Client sends a Protective-Equipment application message to indicate the status of protective equipment.  The format of the message is shown in Table 60 below.
[bookmark: _Ref270674120][bookmark: _Toc271182595][bookmark: _Toc284248764][bookmark: _Toc295477166]Table 60 - Protective-Equipment Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x22

	Client Device Type
	uint8
	The device type of the reporting Client.
	See Protective Equipment Device Types in Table 30. 

	Equipment Status
	uint8
	Value indicating whether the participant has activated (or is wearing) the protective equipment.
	0 – Unknown
1 – Not active
2 – Active


[bookmark: _Toc271119297][bookmark: _Toc284248686][bookmark: _Toc295477083]Medical Services Message
The Client sends a Medical-Services application message to indicate the usage/application of medical equipment.  The format of the message is shown in Table 61 below.
[bookmark: _Ref270674159][bookmark: _Toc271182596][bookmark: _Toc284248765][bookmark: _Toc295477167]Table 61 - Medical-Services Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x23

	Client Device Type
	uint8
	The device type of the reporting Client.
	See Medical Services Device Types in Table 32.

	Usage Flag
	uint8
	Value indicating whether the equipment was used or applied.
	0 – Unknown
1 – Not used/Applied
2 – Used/Applied


[bookmark: _Toc271119298][bookmark: _Toc284248687][bookmark: _Toc295477084]Posture Sensor Message
The Client sends a Posture-Sensor application message whenever the state of the posture sensor changes.  The format of the message is shown in Table 62 below.
[bookmark: _Ref270682850][bookmark: _Toc271182597][bookmark: _Toc284248766][bookmark: _Toc295477168]Table 62 - Posture-Sensor Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x24

	Position-Indicator
	uint8
	Indicator of the posture position.
	0x00 – Unknown
0x01 – Standing
0x02 – Kneeling
0x03 – Prone


[bookmark: _Toc271119299][bookmark: _Toc284248688][bookmark: _Toc295477085]Proximity Detection Message
The Client sends a Proximity-Detection application message whenever the detector activity changes state.  The format of the message is shown in Table 63 below.
[bookmark: _Ref270930051][bookmark: _Toc271182598][bookmark: _Toc284248767][bookmark: _Toc295477169]Table 63 - Proximity-Detection Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x25

	Activity Status
	uint8
	Value indicating whether the proximity sensor is detecting a presence.
	0 – Unknown
1 – No activity
2 – Activity detected


[bookmark: _Toc271119300][bookmark: _Toc284248689][bookmark: _Toc295477086]Ammunition Selection Message
The Client sends an Ammunition-Selection application message to inform the Server of the weapon’s ammunition selections, and whether or not it is armed.  Client devices may send this message when the value of any field changes.
[bookmark: _Toc271182599][bookmark: _Toc284248768][bookmark: _Toc295477170]Table 64 - Ammunition-Selection Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x30

	Weapon-Type
	uint16
	The type of device.
	See supported weapon types in Table 35

	Round-Count
	uint8
	The number of rounds loaded.
	1-255

	Munitions-Type
	uint16
	The selected round
	See supported munition types in Table 37

	Data-Mask
	uint8
	Bit mask indicating what fields are meaningful (all fields will be present – message length is fixed at 12 bytes)
	0x00 No additional data
0x01 Charge Type present
0x02 Fuze Type & Setting present
0x04 Armed Status present

	Charge-Type
	uint8
	The charge type selected.
	See supported charge types in Table 38

	Fuze-Type
	uint16
	The type of fuze selected.
	See fuze types in Table 39

	Fuze Setting
	uint8
	The setting of the fuze
	See fuze settings in Table 40

	Armed Status
	uint8
	The Arm state of the ammunition.
	0 - Not Armed
1 – Armed


[bookmark: _Toc271119301][bookmark: _Toc284248690][bookmark: _Toc295477087]Remote Display Message
The Server sends a Remote-Display application message to have the Client update its display.  The format follows in Table 65 below.
[bookmark: _Ref270411054][bookmark: _Toc271182600][bookmark: _Toc284248769][bookmark: _Toc295477171]Table 65 - Remote-Display Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x31

	Length
	uint8
	The number of characters to be displayed.
	

	Char 1
	uint8
	Character 1 to display
	

	Char 2
	uint8
	Character 2 to display
	

	. . .
	. . .
	. . .
	

	Char n
	uint8
	Character n to display
	


[bookmark: _Toc271119302][bookmark: _Toc284248691][bookmark: _Toc295477088]Remote Audio Message
The Server sends a Remote-Audio application message to have the Client play the appropriate audio.  The format follows in Table 66 below.
[bookmark: _Ref270411195][bookmark: _Toc271182601][bookmark: _Toc284248770][bookmark: _Toc295477172]Table 66 - Remote-Audio Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x32

	Audio Event ID
	uint8
	The ID of the event for which audio is to be played.
	See Table 67


[bookmark: _Ref270411364]
[bookmark: _Ref277082450][bookmark: _Toc271182602][bookmark: _Toc284248771][bookmark: _Toc295477173]Table 67 - Audio Event ID
	ID (Hex)
	Description

	0x01
	Kill

	0x02
	Near Miss

	0x03
	Incoming munition

	0x04
	Mobility Kill

	0x05
	Firepower Kill

	0x06
	Communications Kill

	0x07
	Mobility & Firepower

	0x08
	Wounded

	0x09
	Resurrect

	0x10
	Reset


[bookmark: _Toc271119303][bookmark: _Toc284248692][bookmark: _Toc295477089]Strobe Flash Message
The Server sends a Strobe-Flash application message to have the Client’s strobe flashed.  The format of the message is shown in Table 68 below.
[bookmark: _Ref270422888][bookmark: _Toc271182603][bookmark: _Toc284248772][bookmark: _Toc295477174]Table 68 - Strobe-Flash Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x33

	Event Code
	uint8
	The event code for the flash sequence.
	0-255
0 – Turn Flash Off
255 – Flash @ 1cps until turned off

	Number of flashes
	uint8
	The number of times the strobe is to be flashed.
	0 – 255



[bookmark: _Toc271119304][bookmark: _Toc284248693][bookmark: _Toc295477090]Effects Generator Message
The Server sends an Effects-Generator application message to have a weapon firing/detonation event portrayed by the Client.  This message is typically used with haptic, pyrotechnic, and non-pyrotechnic devices.  The format of the message is shown in Table 69 below.
[bookmark: _Ref270952171][bookmark: _Toc271182604][bookmark: _Toc284248773][bookmark: _Toc295477175]Table 69 - Effects-Generator Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x34

	Event Code
	uint8
	Code indicating the event to be generated.
	0 – activate haptic effect
1 – activate pyrotechnic effect
2 – activate non-pyrotechnic effect


[bookmark: _Toc271119305][bookmark: _Toc284248694][bookmark: _Toc295477091]MILES  Direct Fire Laser Message
The Server sends a MILES-Laser  application message to have the Client emit a laser.  The message format follows in Table 70 below.  The MILES Code, MILES Word and MILES Delay fields can be repeated until the message’s MTU is reached. The Number of MILES Codes field designates how many times these fields will be repeated.
[bookmark: _Ref270419129][bookmark: _Toc271182605][bookmark: _Toc284248774][bookmark: _Toc295477176]Table 70 - MILES-Laser Direct Fire Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x35

	Player ID
	uint16
	The MILES Player ID
	1-3300

	Ammo-Type
	uint8
	The MILES ammo-type
	1-8, See MILES Standard Appendix E (Ammo Factors)

	Trigger Delay
	uint16
	The delay from the trigger signal to start of transmission of MILES Words
	Microseconds (Normal 0)

	Number of MILES Codes
	uint8
	Number of MILES Codes to be transmitted (MILES Code, MILES Word, MILES Delay)
	1-8 

	MILES Code
	uint8
	The MILES code to be transmitted
	See MILES Standard Appendix A

	MILES Word
	uint8
	Number of MILES Words
	See MILES Standard Appendix D (Table D1)

	MILES Delay
	uint16
	Used to prevent code jamming in the decoder system 
	Microseconds (Normal 1600) See MILES Standard Appendix D (Table D1) 


[bookmark: _Toc269471234][bookmark: _Toc271119306][bookmark: _Toc284248695][bookmark: _Toc295477092]Forward Observer Time Request Message
The Client sends a Forward-Observer-Time-Request application message.  It is intended for use by a Forward Observer application so it can synchronize its clock with the other devices on the exercise data network.
[bookmark: _Toc269471258][bookmark: _Toc271182606][bookmark: _Toc284248775][bookmark: _Toc295477177]Table 71 - Forward Observer Time Request Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x40


[bookmark: _Toc269471235][bookmark: _Toc271119307][bookmark: _Toc284248696][bookmark: _Toc295477093]Time Response Message
The Server sends a Forward-Observer-Time-Response application message in response to a Forward-Observer-Time-Request application message.  Applications that use this message should consider the possible delivery delay due to protocol retry and timer logic.  Even though the resolution of the time value is in milliseconds, the accuracy may only be to second resolution.
[bookmark: _Toc269471259][bookmark: _Toc271182607][bookmark: _Toc284248776][bookmark: _Toc295477178]Table 72 - Forward Observer Time Response Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x41

	Current Year
	uint8
	The current year.  The value is offset from year 2000.
	0-255


[bookmark: _Toc295477094]Target Location Message
The Server sends a variable sized Target-Location application message. It is defined for the Forward Observer use case where target information is passed to the Forward Observer when detonations are sent.  The Number of Targets field of this message defines the number of target data sets contained in this message with a maximum of 7 targets.  When the Number of Targets field is 2-7, fields 5-11 will be repeated for each additional target.  
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x42

	Shooter ID
	uint16
	The TESS ID of the shooter
	0-65,535

	Shot Event Number
	uint16
	The event number of the shooter's indirect fire message
	1-65,535

	Number of Targets
	uint8
	Number of target data sets contained in this message
	1-7 

	Player ID
	uint16
	A system unique id
	Refer to MILES MCC Standard

	Player Type
	uint8
	Enumeration indicating the type of entity
	See Table 74

	Player Casualty State + Force
	uint8
	Indicates the Casualty State and Force affiliation of the target(s)

	Least significant nibble - Casualty State:
0x00 - Nominal
0x01 - Cat-Kill
0x02 - Mobility-Kill,
0x03 - Firepower-Kill
0x04 - MobilityFirepower-Kill
0x05 - Communications-Kill

Most significant nibble - force affiliation:
0x00 - Neutral
0x01 - Opfor
0x02 - Blufor

	Formation Type + Direction
	uint8
	Indicates the Formation Type and Direction of the target(s)

	Least significant nibble - Formation Type. See Table 75

Most significant nibble - Direction Facing:
0x00 - North
0x01 - Northeast
0x02 - East
0x03 - Southeast
0x04 - South
0x05 - Southwest
0x06  West
0x07 - Northwest

	Player UTM Easting Offset
	int16
	Meters offset from impact point.
	

	Player UTM Northing Offset
	int16
	Meters offset from impact point.
	

	Player Altitude Offset
	int16
	Meters offset from impact point.
	



[bookmark: _Ref295462460][bookmark: _Toc295477179]Table 74 – Player Type Enumerations
	Type 
	Description

	1
	Unknown

	2
	Soldier (no weapon)

	3
	Soldier (weapon)

	4
	Civilian (no weapon)

	5
	Civilian (weapon)

	6
	Small Truck

	7
	Medium Truck

	8
	Heavy Truck

	9
	Light Armored Vehicle

	10
	Medium Armored Vehicle

	11
	Heavy Armored Vehicle

	12
	Armored Personnel Carrier

	13
	Light Tank

	14
	Medium Tank

	15
	Heavy Tank

	16
	HMMWV

	17
	HMMWV 50 Cal

	18
	Stryker

	19
	Amphibious Vehicle

	20
	Towed Artillery

	21
	Self-Propelled Artillery

	22
	AAA Artillery

	23
	Light Mortar & crew

	24
	Civilian Vehicle

	25
	Medical Vehicle

	26
	Engineering/Support Vehicle

	27
	Helicopter



[bookmark: _Ref295462580][bookmark: _Toc295477180]Table 75 – Formation Type
	Type 
	Description

	1
	Single Entity

	2
	Line of 2 Entities (tight formation)

	3
	Line of 3 Entities

	4
	Line of 4 Entities

	5
	Column of 2 Entities

	6
	Column of 3 Entities

	7
	Column of 4 Entities

	8
	Wedge of 3 Entities

	9
	Diamond of 4 Entities

	10
	Wedge of 6 Entities

	11
	5 Entities Evenly Distributed

	12
	6 Entities Evenly Distributed

	13
	7 Entities Evenly Distributed

	14
	8 Entities Evenly Distributed

	15
	9 Entities Evenly Distributed



[bookmark: _Toc295477095]MILES Guided Missile Message
The Server sends the Guided Missile Weapon Message to communicate specified information for weapons/ammunitions that are aimed, released and guided by the operator until the weapon/ammunition makes contact with the target or reaches its maximum time of flight.
[bookmark: _Toc295477181]Table 76 – MILES Guided Missile Routine Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x43

	
	
	
	

	Player ID
	uint16
	The MILES Player ID
	1-3300

	Trigger Delay
	uint8
	The delay from the trigger signal to start of transmission of MILES Words
	Milliseconds (Normal 0)

	Guided Missile Message Code
	uint8
	MILES code to be used for the Guided Missile message
	0-36

	Ammo-Type
	uint8
	The MILES ammo-type for the Guided Missile Code
	1-8 Appendix E

	Number of words
	uint8
	Number of words in the guided missile message
	1-255 (normally 8)

	Delay for Initial Guided Sequence (IGS)
	uint8
	Delay for Initial Guided Sequence
	Appendix D (Table D2)

	IGS Time
	uint8
	Sequence Time in Seconds
	0-255 (seconds)

	D of IGS
	uint8
	D of Initial Guided Sequence
	Milliseconds See MILES Standard , Section 4.1.4.2  and Appendix D

	DA of IGS
	uint8
	D of Initial Guided Sequence
	Milliseconds See MILES Standard , Section 4.1.4.2  and Appendix D

	DB of Final Guided Sequence (FGS)
	uint8
	DB of Final Guided Sequence
	Milliseconds See MILES Standard , Section 4.1.4.2  and Appendix D

	D1 of FGS
	uint8
	Delay between last FGS message and the start of the Weapon Hit Message
	Milliseconds See MILES Standard, Section 4.1.4.2  and Appendix D

	Weapon Hit Code
	uint8
	MILES code to be used at the end of the Guided Missile routine
	MILES Standard Appendix D (Table D2)

	Weapon Hit Code Ammo-Type
	uint8
	The MILES ammo-type for the Weapon Hit Code
	1-8, See MILES Standard Appendix E 

	Number of Weapon Hit Words
	uint8
	Number of Weapon Hit Words
	See MILES Standard, Section 4.1.4.2 


[bookmark: _Toc295477096]MILES Fire and Forget Message
The Server sends a Fire and Forget Missile Weapon Message to communicate specified information for weapons that are aimed and released by the operator but then seek a target in the designated target window guided by internal smart or seeker systems.
[bookmark: _Toc295477182]Table 77 – MILES Fire and Forget Message
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x44

	
	
	
	

	Player ID
	uint16
	The MILES Player ID
	1-3300

	D - Trigger Delay
	uint16 
	The delay from the trigger signal to start of transmission of MILES Words
	Microseconds (0-65535)

	Fire and Forget MILES Code
	uint8
	MILES Code to be used for the Fire and Forget encoding
	See MILES Standard, Section 4.1.4.3 

	Fire and Forget Ammo-Type
	uint8
	The MILES ammo-type for the Fire and Forget routine
	See MILES Standard, Section 4.1.4.3 

	K – Number of Words Per Round
	uint8
	 Number of Words Per Round
	0-255, See MILES Standard, Section 4.1.4.3

	D1 – Delay
	uint8
	Delay between Number of Words Per Round and Weapon Hit Code
	Microseconds (0-255), See MILES Standard, Section 4.1.4.3 

	M - Weapon Hit Code
	uint8
	Weapon Hit Code
	See MILES Standard Appendix D (Table D2)

	Weapon Hit Code Ammo-Type
	uint8
	Ammo-Type for Weapon Hit Code
	1-8, See MILES Standard Appendix E (A&E, etc.)

	Number of Words for Weapon Hit Code
	uint8
	Number of Words for Weapon Hit Code
	1-255, See MILES Standard, Section 4.1.4.3 

	D2- Delay
	uint8
	Delay between Weapon Hit Code and Near Miss Code
	Microseconds (0-255), See MILES Standard, Section 4.1.4.3

	N - Near Miss Code
	uint8
	Near Miss Code
	0-36 (28 is normal)

	Near Miss Code Ammo-Type
	uint8
	The MILES ammo-type for the Weapon Hit Code
	1-8, See MILES Standard  Appendix E 

	Near Miss Code Number of Words
	uint8
	Number of Near Miss Code Words
	0-255, See MILES Standard, Section 4.1.4.3 




[bookmark: _Toc295477097]Live PAN Configuration Messages
This section defines a protocol message type and associated payloads to support maintenance operations of Live PAN Servers and Clients.  Vendors of Servers and Clients may provide alternate means to configure the operational aspects described here, however all Server and Client implementations shall support the messages and associated operations described in this section.
Table 2 defines the operational message types; Table 78 below defines the Live PAN Configuration messages.
[bookmark: _Ref271891852][bookmark: _Toc295477183]Table 78 - Live PAN Protocol Configuration Messages
	Protocol Message Type (Hex)
	Description

	0x04
	Server Configuration Data

	0x05
	Client Configuration Data



The Live PAN Server and Client Configuration messages can carry payloads like any other Live PAN message.  
For Server Configuration, two payload definitions follow:
· For configuring a Server’s assigned Clients for Server Locked Association (i.e. the Client’s MAC Address and Client’s Live PAN ID) and 
· For specifying the Server’s protocol parameters.
For Client Configuration, two payload definitions follow 
· For configuring a Client’s assigned Server for Client Locked Associations (i.e. the Server’s MAC Address and Server’s Live PAN ID) and 
· For specifying the Client’s protocol parameters.
[bookmark: _Toc286912445][bookmark: _Toc286914662][bookmark: _Toc286916037][bookmark: _Toc295477098]Server Configuration
The following table defines the format of the message payload specifying the Client list with which a Server is allowed to associate.  A Server shall update its internal list of allowed Clients upon receiving this message.
[bookmark: _Toc295477184]Table 79 - Live PAN Server Allowed Client List
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x01

	Server’s Live PAN ID
	uint64
	The IEEE STD 802.15.4 PAN ID for the Server
	

	Number of Clients
	uint8
	The number of allowed Clients (also the number of definitions contained in this message).
	0 - 13

	Client Device Class
	uint8
	Allowed Client #1 device class
	See Device Class Table 28

	Client Device Type
	uint16
	Allowed Client #1 device type
	See Table 29 through Table 35. 

	Client MAC Address
	uint64
	The MAC Address for the Client #1
	

	Client Device Class
	uint8
	Allowed Client #2 device class
	See Table 28

	Client Device Type
	uint16
	Allowed Client #2 device type
	See Table 29 through Table 35. 

	Client MAC Address
	uint64
	The MAC Address for the Client #2
	

	…
	…
	…
	…

	Client Device Class
	uint8
	Allowed Client #8 device class
	See Table 28

	Client Device Type
	uint16
	Allowed Client #8 device type
	See Table 29 through Table 35. 

	Client MAC Address
	uint64
	The MAC Address for the Client #8
	


To specify more than 8 Clients, when the Number of Clients field contains a non-zero value, the Server adds the Client data to its current list.  When the Number of Clients field contains zero, the Server clears its allowed Clients list.
Table 80 describes the format for the Server-Protocol-Parameter-Maintenance application message.  Servers may support this maintenance message as a means to allow their operational parameters to be updated.  Only non-zero values for the parameters (except Radio Power Level) cause a change at the Server.  The Radio Power Level value must always be present. A value of zero (0) for the other parameters indicates the specific parameter is not being modified.
[bookmark: _Ref274577587][bookmark: _Toc295477185]Table 80 - Server Protocol Parameters Maintenance Application Message
	
	Variable
	Type
	Units/Value
	Description

	
	Application Message Type
	uint8
	Value: 0x02
	The payload type of the Client maintenance message.

	Physical Layer
	Radio Channel
	int32
	number
	Channel allocated to the Server.

	
	Radio Power Level
	int32
	dBm
	The transmit power level for the Server.

	Data Link Layer
	tMaxBackoff
	int32
	milli-seconds
	The maximum time between transmit attempts at the Data Link layer when the previous attempt fails.
This value should be the Client’s tAcknowledge / nMaxTxAttempts to avoid sending packets after the Client quits listening.

	
	nMaxTxAttempts
	int32
	count
	The maximum number of attempts to transmit a packet when clear channel assessment indicates a channel is busy before giving up.

	Transport Layer
	associationRequestRSSIThreshold
	int32
	dBm
	The minimum RSSI value that Servers use to decide to process Association-Request message packets from Clients.

	
	receivePacketRSSIThreshold
	int32
	dBm
	The minimum RSSI value that Servers and Clients use to decide to process any received message packet.  This value will be specific to the hardware platform of a Server and Client.



A Live PAN Controller implementation may send these messages to a Server and must provide the appropriate values for the message header (Table 2).
[bookmark: _Ref286236397][bookmark: _Ref286236406][bookmark: _Toc295477099]Client Configuration
A message definition follows for configuring the association mode of a Live PAN Client.
[bookmark: _Toc295477186]Table 81 - Live PAN Client Assigned Server Data
	Message Field
	Type
	Description
	Valid Data

	Application Message Type
	uint8
	The payload type of this message.
	0x01

	Server MAC Address
	uint64
	The MAC Address for the assigned Server
	

	Server Live PAN ID
	uint16
	The PAN ID of the assigned Server
	

	Radio Channel
	uint8
	The Server’s assigned channel (1 - n) for the frequency range of the system
	See Live PAN Channel Plan in Table 5



Table 82 shows the format for the Client-Protocol-Parameters-Maintenance application message.  Client implementations shall modify their operational parameters as specified in the message.  Only non-zero values for the parameters (except Radio Power Level) cause a change at the Client.  The Radio Power Level value must always be present. A value of zero (0) for the other parameters indicate the specific parameter is not being modified/set.
[bookmark: _Ref274577532][bookmark: _Toc295477187]Table 82 - Client Protocol Parameters Maintenance Application Message
	
	Variable
	Type
	Units/Value
	Description

	
	Application Message Type
	uint8
	Value: 0x02
	The payload type of the Client maintenance message.

	Physical Layer
	Radio Power Level
	int32
	dBm
	Transmit power level.

	Data Link Layer
	tMaxBackoff
	int32
	milliseconds
	The maximum time between transmit attempts at the Data Link layer when the previous attempt fails.

	
	nMaxTxAttempts
	int32
	count
	The maximum number of attempts to transmit a packet when clear channel assessment indicates a channel is busy before giving up.

	Transport Layer
	nMaxMessageTries
	int32
	count
	Number of times a Client will try sending a message packet before giving up.

	
	nMaxAssociationTries
	int32
	count
	Number of times a Client will send Association-Request message packets on a single channel.

	
	tAcknowledge
	int32
	milliseconds
	Time Clients wait for acknowledgments.
Should be greater than or equal to the Server’s nMaxTxAttempts * tMaxBackoff * t1 + t2, where t1 is the time to perform CCA and t2 is the time to transmit a packet.

	
	associationReplyRSSIThreshold
	int32
	dBm
	The minimum RSSI value that Clients use to decide to process Association-Reply message packets from Servers.

	
	receivePacketRSSIThreshold
	int32
	dBm
	The minimum RSSI value that Servers and Clients use to decide to process any received message packet.  This value will be specific to the hardware platform of a Server and Client.

	Session Layer
	tActiveHibernate
	int32
	seconds
	Hibernation time: time between association  attempts when Servers are known to exist

	
	tInactiveHibernate
	int32
	seconds
	Hibernation time: time between association attempts when no Servers are known to exist.

	
	tVerify
	int32
	seconds
	Hibernation time, i.e., time between Client association verification attempts when the Client hasn’t otherwise communicated with the Server.

	Application Layer
	Client Class
	uint8
	
	See Client Class Table 28

	
	Client Device Type
	Uint16
	
	See Device Types in Table 29 - Table 35. 



[bookmark: _Ref273296417][bookmark: _Toc295477100]Security
The Live PAN Standard supports security in the form of encryption of the message packet payloads.  Support for encryption is an optional capability of a Live PAN implementation, and may not be supported by all devices.  Security is supported by the message packet’s Encrypted-Flag bit of the message packet, which identifies whether the Payload field is encrypted or not.  The protocol headers on the PPDU, Data packet, and Message packet are never encrypted.  
The security model is a simplified version of the security model specified in IEEE STD 802.15.4.  It is based on symmetric-key cryptography using AES 128-bit encryption.  The keys are provided and maintained by higher layer processes.  The loading and maintenance of these keys are outside the scope of this standard.  

[bookmark: _Toc295477101]DEFINITIONS
[bookmark: _Toc295477102]Glossary
Application message	The message carried in the payload section of the protocol message of a PPDU.
Associated	State in which a Live PAN Client has established and maintains a logical connection with a Live PAN Server, allowing the Client and Server to exchange application Data messages
Data message	Protocol message type used for sending application messages between associated Clients and Servers
DSSS	Direct-Sequence Spread Spectrum (DSSS) is a modulation technique in which the carrier signals occur over the full bandwidth (spectrum) of a device's transmitting frequency.
Live PAN Client	An instance of a Live PAN entity that functions as a Client according to the protocol. Live PAN Clients associate with a single Live PAN Server to interact with the system.
Live PAN Entity	An instantiation of a Live PAN interface in a system, subsystem, or device.  Each Live PAN entity is configured as a Live PAN Client or a Live PAN Server.
Live PAN Server	An instance of a Live PAN entity that functions as a Server according to the protocol. Live PAN Servers can accept associations from one or more Live PAN Clients and form their interfaces with the rest of the system.
OQPSK 	Offset Quadrature Phase-Shift Keying (OQPSK) is a variant of phase-shift keying modulation using 4 different values of the phase to transmit. By offsetting the timing of the odd and even bits by one bit-period, the in-phase and quadrature components will never change at the same time resulting in much lower amplitude fluctuations than non-offset QPSK.
Packet Error Rate	Is a measure or characterization of link reliability. It takes into account Path Loss, such as Channel Loss and Fading effects, and Interference such as self, other networks, and surrounding equipment.
Player Area Network (PAN)	A short-range, low-power wireless network that allows instrumentation to communicate with and control associated devices, such as weapon sensors, effects simulators, user interfaces, etc.
Protocol message	The message supported in the Message packet of a PPDU.
Receiver sensitivity	Threshold input signal that yields a Packet Error Rate (PER) < 1% under the following conditions: 1) a PPDU length of 72 bytes; 2) power measured at the antenna terminals; and 3) no interference.
[bookmark: _Toc285444486][bookmark: _Toc285444742][bookmark: _Toc285452356][bookmark: _Toc295477103]List of Acronyms and Abbreviations
CCA	Clear Channel Assessment
CRC	Cyclic Redundancy Checksum
cps	cycles per second
CSMA-CA	Carrier-Sense Multiple-Access with Collision Avoidance
EIRP	Effective Isotropic Radiated Power
IEEE	Institute of Electrical and Electronics Engineers
LLC 	Logical Link Control - a sub-layer of the Data Link Layer of the Reference Model (see §2.3).
MAC	Media Access Control - a sub-layer of the Data Link Layer of the Reference Model (see §2.3).
PAN	Player Area Network; also, IEEE STD 802.15.4 personal area network - the Player Area Network is a type of IEEE STD 802.15.4 personal area network.
PER	Packet Error Rate
PHY	Physical layer of the Reference Model (see §2.3)
RF	Radio Frequency
PPDU	PHY Protocol Data Unit
WOM	Weapons Orientation Module

[bookmark: _Toc295477104]NOTES
This section contains information of a general or explanatory nature that may be helpful, but is not mandatory.
[bookmark: _Ref283297078][bookmark: _Toc295477105]Incorporating In Specifications
When developing Product Specifications that include use of this standard, the following tailoring considerations are identified:
§3.1 Live PAN Entities: For Servers, specify the lowest functional value for the maximum number of Clients, nMaxClients that the Server must support.
§3.7.3.1.2 Server Association-Reply: Establish the configuration policies for the Server application to accept Client association requests.  Servers will typically allow limited numbers of certain Client device types to associate, and no others.  For example, a Dismount Server may allow association from one crew-served NLOS weapon, a single user interface, and some unattached weapons such as IED.
§3.7.3.1.3 Client Association-Select: establish the configuration policy for a Client to select a Server to associate with from the list of Servers that respond to the Client Association-Request.  This is often based on the relative signal strength of the Association-Reply responses from the different Servers that respond.
§3.9.2.17 WOM Result Message: Future implementations of air delivered munitions or e-bullets may require expansion of this message. 
§3.8 Live PAN Controller Messages: This section may be tailored to define protocol Message Types and associated payloads to support particular maintenance operations of Live PAN Servers and Clients.
§3.11 Security: specify the Security methodology for the encryption of Live PAN messages.
[bookmark: _Toc295477106]INDEX OF PARAMETERS

Ammunition-Selection, 71
Application Message Type, 49
Application-Data, 17
Association-Reply, 17, 29, 33, 34, 42, 89
associationReplyRSSIThreshold, 28, 34
Definition, 42
Association-Request, 17, 23, 29, 32, 33, 35, 41, 42, 43, 86, 89
associationRequestRSSIThreshold, 28, 84
Definition, 42
Association-Select, 17, 29, 30, 32, 34, 40, 42, 43, 49
Association-Select acknowledgement, 29, 34, 35
Association-Verification, 61
BIT-Results, 61
Charge Type, 57
Checksum, 23
clear channel assessment, 20, 23, 41, 84, 86
Client Class, 43, 44, 46, 60
Client Device Type, 43, 44, 60
Client Weapon Type, 47
Client-Configuration, 17
Client-Protocol-Parameters-Maintenance, 85
Data, 17, 40, 42, 49
Data acknowledgement, 37, 38, 39, 40, 49
Destination Address, 23
Detonation, 68
Direct Sequence Spread Spectrum (DSSS), 18
Effects-Generator, 74
Encrypted-Flag, 87
Forward-Observer-Time-Request, 75
Forward-Observer-Time-Response, 75
Fuze Setting, 58
Fuze Type, 58
Inventory-Supply, 62
Laser-Detector-Hit-Detection, 70
Location-Request, 62
Location-Response, 62
Media Access Control (MAC), 20
Medical-Services, 70
MILES-Laser, 74
Mortar-Safety-Pin-Status, 66
Munition Type, 52
nAssociationTries, 29, 32
nAvailableChannels, 32
Definition, 41
nCCA_Failures, 23
nMaxAssociationTries
Definition, 41
nMaxClients, 17
nMaxMessageTries, 34, 37, 40
Definition, 41
nMaxTxAttempts, 23, 84
Definition, 41
nMessageTries, 40
nTxAttempts, 23
Offset Quadrature Phase-Shift Keying, 18, 87
Parameter-Change, 59, 60
PHY Protocol Data Unit (PPDU), 20
PHY Service Data Unit (PSDU), 20
Physical (PHY), 20
Posture-Sensor, 71
Protective-Equipment, 70
Protocol Message Type, 17
Proximity-Detection, 71
Received Signal Strength Indicator, 28
Received Signal Strength Indicator (RSSI), 29
receivePacketRSSIThreshold, 28, 84
Definition, 42
Remote-Audio, 72
Remote-Display, 72
Request, 59, 67
Server- Configuration, 17
Server-Protocol-Parameter-Maintenance, 83
Shot-Fired, 64
Strobe-Flash, 73
tAcknowledge, 29, 32, 33, 34, 35, 37, 40
Definition, 41
tActiveHibernate, 29, 30, 60
Definition, 41
Target-Location, 76
tBackoff, 23
Definition, 41
tInactiveHibernate, 29, 30, 60
Definition, 41
tMaxBackoff, 23, 84
Definition, 41
Transaction Number, 26, 42
Trigger-Action, 66
tVerify, 36, 60, 86
Definition, 41
Weapon-Status, 66
WOM-Calibration-Result, 67
WOM-Calibration-Update, 68
WOM-Result, 67
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